D-Link 



DES-3624 Series 
Stackable NWay Ethernet Switch 

User's Guide 



Fifth Edition (December 2001) 

651S3624.055 
Printed In Taiwan 




RECYCLABLE 



Wichtige Sicherheitshinweise 

1. Bitte lesen Sie sich diese Hinweise sorgfaltig durch. 

2. Heben Sie diese Anleitung fur den spatern Gebrauch auf. 

3. Vor jedem Reinigen ist das Gerat vom Stromnetz zu trennen. Vervenden Sie keine Fliissig- Oder Aerosol reiniger. Am besten dient ein angefeuchtetes 
Tuch zur Reinigung. 

4. Um eine Beschadigung des Gerates zu vermeiden sollten Sie nur Zubehbrteile verwenden, die vom Hersteller zugelassen sind. 

5. Das Gerat is vor Feuchtigkeit zu schutzen. 

6. Bei der Aufstellung des Gerates ist auf sichern Stand zu achten. Ein Kippen Oder Fallen kbnnteVerletzungen hervorrufen. Verwenden Sie nur sichere 
Standorteund beachten SiedieAufstellhinweise des Herstellers. 

7. Die Beluftungsoffnungen dienen zur Luftzirkulation die das Gerat vor Uberhitzung schutzt. Sorgen Sie dafur, daE diese Offnungen nicht abgedeckt 
werden. 

8. Beachten Sie beim AnschluE an das Stromnetz die AnschluBwerte. 

9. Die NetzanschluBsteckdose muB aus Grunden der elektrischen Sicherheit einen Schutzleiterkontakt haben. 

10. Verlegen Sie die NetzanschluBleitung so, daB niemand daruber fallen kann. Es sollete auch nichts auf der Leitung abgestellt werden. 

11. Alle Hinweise und Warnungen die sich am Geraten befinden sind zu beachten. 

12. Wird das Gerat uber einen langeren Zeitraum nicht benutzt, sollten Sie es vom Stromnetz trennen. Somit wird im Falle einer Uberspannung eine 
Beschadigung vermieden. 

13. Durch die Luftungsdffnungen durfen niemals Gegenstande Oder Flussigkeiten in das Gerat gelangen. Dies kdnnte einen Brand bzw. Elektrischen Schlag 
auslosen. 

14. Offnen Sie niemals das Gerat. Das Gerat darf aus Grunden der elektrischen Sicherheit nur von authorisiertem Servicepersonal geoffnet werden. 

15. Wenn folgende Situationen auftreten ist das Gerat vom Stromnetz zu trennen und von einer qualifizierten Servicestellezu uberprufen: 
a - Netzkabel Oder Netzstecker sint beschadigt. 

b - Flussigkeit ist in das Gerat eingedrungen. 
c - Das Gerat war Feuchtigkeit ausgesetzt. 

d - Wenn das Gerat nicht der Bedienungsanleitung ensprechend funktioniert Oder Sie mi t Hilfe dieser Anleitung keine Verbesserung erzielen. 
e - Das Gerat ist gefallen und/oder das Gehause ist beschadigt. 
f - Wenn das Gerat deutliche Anzeichen eines Defektes aufweist. 

16. Bei Reparaturen durfen nur Orginalersatzteile bzw. den Orginalteilen entsprechendeTeileverwendet werden. Der Einsatz von ungeeigneten 
Ersatzteilen kann eine weitere Beschadigung hervorrufen. 

17. Wenden Sie sich mit alien Fragen die Service und Repartur betreffen an I hren Servicepartner. Somit stellen Sie die Betriebssicherheit des Gerates 
si cher. 

18. Zum NetzanschluS dieses Gerates ist eine geprufte Leitung zu verwenden, Fur einen Nennstrom bis 6A und einem Gerategewicht gr Ber 3kg ist eine 
Leitung nicht leichter als H05VV-F, 3G, 0.75mm2 einzusetzen. 



WARRANTIES EXCLUSIVE 

IF THE D-LINK PRODUCT DOES NOT OPERATE AS WARRANTED ABOVE, THE CUSTOMER'S SOLE REMEDY SHALL BE, AT D-LINK'S OPTION, 
REPAIR OR REPLACEMENT. THE FOREGOING WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ALL OTHER WARRANTIES, 
EXPRESSED OR IMPLIED, EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE, INCLUDING WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. D-LINK NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERSON TO 
ASSUME FOR IT ANY OTHER LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION MAINTENANCE OR USE OF D-LINK'S PRODUCTS 
D-LINK SHALL NOT BE LIABLE UNDER THIS WARRANTY IF ITS TESTING AND EXAMINATION DISCLOSE THAT THE ALLEGED DEFECT IN THE 
PRODUCT DOES NOT EXIST OR WAS CAUSED BY THE CUSTOMER'S OR ANY THIRD PERSON'S MISUSE, NEGLECT, IMPROPER INSTALLATION OR 
TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR, OR ANY OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY ACCIDENT, 
FIRE, LIGHTNING OR OTHER HAZARD. 

LIMITATION OF LIABILITY 

IN NO EVENT WILL D-LINK BE LIABLE FOR ANY DAMAGES, INCLUDING LOSS OF DATA, LOSS OF PROFITS, COST OF COVER OR OTHER 
INCIDENTAL, CONSEQUENTIAL OR INDIRECT DAMAGES ARI SI NG OUT THE INSTALLATION, MAINTENANCE, USE, PERFORMANCE, FAILURE OR 
INTERRUPTION OF A D- LINK PRODUCT, HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY. THIS LIMITATION WILL APPLY EVEN IF D- 
LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 

IF YOU PURCHASED A D-LINK PRODUCT IN THE UNITED STATES, SOME STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF 
LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION MAY NOT APPLY TO YOU. 



Limited Warranty 
Hardware: 



D-Link warrants each of its hardware products to be free from defects in workmanship and materials under normal use and service for a period commencing 
on the date of purchase from D-Link or its Authorized Reseller and extending for the length of time stipulated by the Authorized Reseller or D-Link Branch 
Office nearest to the place of purchase. 

This Warranty applies on the condition that the product Registration Card is filled out and returned to a D-Link office within ninety (90) days of purchase. A 
list of D-Link offices is provided at the back of this manual, together with a copy of the Registration Card. 

If the product proves defective within the applicable warranty period, D-Link will provide repair or replacement of the product. D-Link shall have the sole 
discretion whether to repair or replace, and replacement product may be new or reconditioned. Replacement product shall be of equivalent or better 
specifications, relative to the defective product, but need not be identical. Any product or part repaired by D-Link pursuant to this warranty shall have a 
warranty period of not less than 90 days, from date of such repair, irrespective of any earlier expiration of original warranty period. When D-Link provides 
replacement, then the defective product becomes the property of D-Link. 

Warranty service may be obtained by contacting a D-Link office within the applicable warranty period, and requesting a Return Material Authorization (RMA) 
number. If a Registration Card for the product in question has not been returned to D-Link, then a proof of purchase (such as a copy of the dated purchase 
invoice) must be provided. If Purchaser's circumstances require special handling of warranty correction, then at the time of requesting RMA number, 
Purchaser may also propose special procedure as may be suitable to the case. 

After an RMA number is issued, the defective product must be packaged securely in the original or other suitable shipping package to ensure that it will not 
be damaged in transit, and the RMA number must be prominently marked on the outside of the package. The package must be mailed or otherwise shipped 
to D-Link with all costs of mailing/shipping/insurance prepaid. D-Link shall never be responsible for any software, firmware, information, or memory data of 
Purchaser contained in, stored on, or integrated with any product returned to D-Link pursuant to this warranty. 

Any package returned to D-Link without an RMA number will be rejected and shipped back to Purchaser at Purchaser's expense, and D-Link reserves the right 
in such a case to levy a reasonable handling charge in addition mailing or shipping costs. 

Software: 

Warranty service for software products may be obtained by contacting a D-Link office within the applicable warranty period. A list of D-Link offices is 
provided at the back of this manual, together with a copy of the Registration Card. If a Registration Card for the product in question has not been returned 
to a D-Link office, then a proof of purchase (such as a copy of the dated purchase invoice) must be provided when requesting warranty service. The term 
"purchase" in this software warranty refers to the purchase transaction and resulting license to use such software. 

D-Link warrants that its software products will perform in substantial conformance with the applicable product documentation provided by D-Link with such 
software product, for a period of ninety (90) days from the date of purchase from D-Link or its Authorized Reseller. D-Link warrants the magnetic media, on 
which D-Link provides its software product, against failure during the same warranty period. This warranty applies to purchased software, and to 
replacement software provided by D-Link pursuant to this warranty, but shall not apply to any update or replacement which may be provided for download 
via the I nternet, or to any update which may otherwise be provided free of charge. 

D-Link's sole obligation under this software warranty shall be to replace any defective software product with product which substantially conforms to D-Link's 
applicable product documentation. Purchaser assumes responsibility for the selection of appropriate application and system/platform software and associated 
reference materials. D-Link makes no warranty that its software products will work in combination with any hardware, or any application or 
system/platform software product provided by any third party, excepting only such products as are expressly represented, in D-Link's applicable product 
documentation as being compatible. D-Link's obligation under this warranty shall be a reasonable effort to provide compatibility, but D-Link shall have no 
obligation to provide compatibility when there is fault in the third-party hardware or software. D-Link makes no warranty that operation of its software 
products will be uninterrupted or absolutely error -free, and no warranty that all defects in the software product, within or without the scope of D-Link's 
applicable product documentation, will be corrected. 

D-Link Offices for Registration and Warranty Service 

The product's Registration Card, provided at the back of this manual, must be sent to a D-Link office. To obtain an RMA number for warranty service as to a 
hardware product, or to obtain warranty service as to a software product, contact the D-Link office nearest you. An address/telephone/fax/e-mail/Web site 
list of D-Link offices is provided in the back of this manual. 



Trademarks 

Copyright ©2001 D-Link Corporation. 
Contents subject to change without prior notice. 

D-Link is a registered trademark of D-Link Corporation/D-Link Systems, I nc. All other trademarks belong to their 
respective proprietors. 



Copyright Statement 



No part of this publication may be reproduced in any form or by any means or used to make any derivative such as 
translation, transformation, or adaptation without permission from D-Link Corporation/D-Link Systems Inc., as 
stipulated by the United States Copyright Act of 1976. 

FCC Warning 

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the 
FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment 
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if 
not installed and used in accordance with this user's guide, may cause harmful i nterference to radio communications. 
Operation of this equipment in a residential area is likely to cause harmful interference in which case the user will be 
requ i red to correct the i nterference at hi s own expense. 

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device 
may not cause harmful interference, and (2) this device must accept any interference received, including i nterference that 
may cause undesi red operation. 

CE Mark Warning 

This is a Class A product. I n a domestic environment, this product may cause radio interference in which case the user may 
be requi red to take adequate measures. 

Warnung! 

Dies ist in Produkt der Klasse A. I m Wohnbereich kann dieses Produkt Funkstoerungen verursachen. I n diesem Fall kann 
vom Benutzer verlangt werden, angemessene Massnahmen zu ergreifen. 

Precaucion! 



Estees un productodeClaseA. En un entornodomestico, puedecausar interferencias de radio, en cuyocase, puede 
requerirse al usuario para que adopte las medidas adecuadas. 

Attention! 

Ceci est un produit declasse A. Dans un environnement domestique, ceproduit pourrait causer des interferences radio, 
auquel cas Tutilisateur devrait prendre les mesures adequates. 

Attenzione! 

1 1 presente prodctto appartiene alia dasse A. Se utilizzato in ambiente domestico il prodotto puo causare interferenze 
radio, nel cui casoepcssibilecherutentedebba assumereprowedimenti adeguati. 

VCCI Warning 
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Stackable NWay Ethernet Switch User's Guide 



About This Guide 

This User's Guide tells you how to install your Stackable NWay Ethernet Switch, how to connect it to your Ethernet 
network, and how to set its configuration using either the built-in console interface or Web-based management (please note 
that NetscapeCommunicator/Navigator, 4.x or later, or M icrosoft I nternet Explorer, 4.x or later, are recommended). 



Conventions 

References in this manual to the DES-3624 Series are frequently written simply as "Switch" or "Switches" where the text 
applies to all models. Model numbers are normally used only todifferenti ate among spedfic Switches where necessary. 

Unless differentiated by model number, all information applies to all models. 



Overview of this User's Guide 

♦ Chapter 1, "I ntroduction." Describes the Switch and its features. 

♦ Chapter 2, "U npacking and Setup." Helps you get started with the basic installation of the Switch. 

♦ Chapter 3, "Identifying External Components." Describes the front panel, rear panel, side panels, optional plug- 
in modules, and LED indicators of the Switch. 

♦ Chapter 4, "Connecting the Switch ."Tells how you can connect the Switch to your Ethernet network. 

♦ Chapter 5, "Switch Management Concepts/Talks about Local Console Management via theRS-232 DCE console 
port and other aspects about how to manage the Switch. 

♦ Chapter 6, 'Using the Console I nterface" Tells how to use the built-in console interface to change, set, and 
monitor Switch performance and security. 

♦ Chapter 7, "Web-Based Network Management." Tel Is how to manage the Switch through an I nternet browser. 

♦ Appendix A, "Technical Specifications."Liststhetechnical sped fi cations of theSwitch. 

♦ Appendix B, "RJ -45 Pin Specifications." Shows the details and pin assignments for the RJ -45 
receptacle/connector. 

♦ Appendix C, "Sample Configuration File." 

♦ Appendix D, "Runti me Software Default Setti ngs." 
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1 



Introduction 



Thissection describes the features of theSwitch, as well as giving some background information about Ethernet/Fast 
Ethernet, Gigabit Ethernet, and switching technology. 



Fast Ethernet Technology 



The growi ng i mportance ofLANsandthei ncreasi ng complexity of desktop computi ng appl i cati ons are fuel i ng the need for 
high performance networks. A number of high-speed LAN technologies are proposed to provide greater bandwidth and 
improve dient/server response times. Among them, Fast Ethernet, or 100BASE-T, provides a non-disruptive, smooth 
evolution from the current 10BASE-T technology. The dominating market position virtually guarantees cost effectiveand 
high performance Fast Ethernet solutions i n the years to come 

100Mbps Fast Ethernet is a standard spedfied by the IEEE 802.3 LAN committee. It is an extension of the 10Mbps 
Ethernet standard with theability to transmit and receive data at 100Mbps, while maintaining the Carrier Sense 
Multiple Access with Collision Detection (CSMA/CD) Ethernet protocol. 



Gigabit Ethernet Technology 



Gigabit Ethernet is an extension of IEEE 802.3 Ethernet utilizing the same packet structure, format, and support for 
CSMA/CD protocol, full duplex, flow control, and management objects, but with a tenfold increase in theoretical 
throughput over 100Mbps Fast Ethernet and a one hundred-fold increase over 10Mbps Ethernet. Since it is compatible 
with all 10Mbps and 100Mbps Ethernet environments, Gigabit Ethernet provides a straightforward upgrade without 
wasting a company's existing investment in hardware, software, and trained personnel. 

The increased speed and extra bandwidth offered by Gigabit Ethernet is essential to coping with the network bottlenecks 
that frequently develop as computers and their busses get faster and more users use applications that generate more 
traffic U pgrading key components, such as your backbone and servers to Gigabit Ethernet can greatly improve network 
response times as wel I as significantly speed up thetraffic between your subnets. 

Gigabit Ethernet enables fast optical fiber connections to support videoconferencing, complex imaging, and similar data- 
intensive applications. Likewise, since data transfers occur 10 times faster than Fast Ethernet, servers outfitted with 
Gigabit Ethernet N I C's are able to perform 10 times the number of operations in thesameamount of time. 

I n addition, the phenomenal bandwidth delivered by Gigabit Ethernet is the most cost-effective method to take advantage 
of today and tomorrow's rapidly improving switching and routing internetworking technologies. And with expected 
advances in the coming years in silicon technology and digital signal processing that will enable Gigabit Ethernet to 
eventually operate over unshielded twisted-pair (UTP) cabling, outfitting your network with a powerful 1000M bps-capable 
backbone/server connection creates a flexi ble foundation for the next generation of network technology products. 
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Switching Technology 



Another key development pushing the limits of Ethernet technology is in the field of switching technology. A switch bridges 
Ethernet packets at the MAC address level of the Ethernet protocol transmitting among connected Ethernet, Fast 
Ethernet, or Gi gabit Ethernet LAN segments. 

Switching is a cost-effective way of increasing the total network capacity available to users on a local area network. A 
switch increases capacity and decreases network loading by making it possiblefor a local area network to bedivided into 
different segments which don't compete with each other fa network transmission capadty, giving a decreased load on 
each. 

The switch acts as a high-speed selective bridge between the individual segments. Traffic that needs to go from one 
segment to another (from one port to another) is automatically forwarded by the switch, without interfering with any other 
segments (ports). This allows the total network capacity to be multiplied, while still maintaining the same network 
cabl i ng and adapter cards. 

For Fast Ethernet or Gigabit Ethernet networks, a switch is an effective way of eliminating problems of chaining hubs 
beyond the 'two-repeater limit." A switch can be used to split parts of the network into different collision domains, for 
example, making it possible to expand your Fast Ethernet network beyond the 205 meter network diameter limit for 
100BASE-TX networks. Switches supporting both traditional 10Mbps Ethernet and 100Mbps Fast Ethernet are also ideal 
fa bridgi ng between exi sti ng 10M bps netwaks and new 100M bps netwaks. 

Switching LAN technology is a marked improvement ova the previous genaatiai of netwak bridges, which wae 
charactaized by higha latendes. Routas havealso been used to segment local area netwaks, but thecost of a routa and 
the setup and maintenance required make routas relatively impractical. Today's switches are an ideal solution to most 
kinds of local area netwak cagestia problems. 



Features 



The DES-3624 series of Switches can include one masta (DES-36241, DES-3624iF, a DES-3624iFM) and up to three 
dients (DES-3624, DES-3624F, or DES-3624FM). They are designed fa easy installatia and high perfamance in an 
envi rament whae traffi c a the netwak and the nu mba of usas i ncreases cati nuously. 

Switch featu res i nd ude: 



Ports 

♦ 20 high perfamance N Way pats al I opaati ng at 10/100 M bps fa annectia to servas and hubs (19 ports 10/100 
fixed Ethanet TP intaface and one MDI-II/MDI-X jack connectia are suppoted) (DES-36241, DES-3624F, and 
DES-3624iFM) a 22 high perfamance N Way ports al I opaati ng at 10/100 M bps fa cainectia to servas and hubs 
(20 ports 10/100 fixed Ethernet TP intaface and two MDI-II/MDI-X jack coinectias are suppoted) (DES-3624, 
DES-3624F, and DES-3624FM ). 

♦ All pots can be auto-negotiated between 10M bps/lOOM bps, half-a full-duplex canectias. 

♦ Gigabit uplink/M Dl -II (media dependent interface) slide-in module in the rear panel fa uplink toanaha Switch. 
One-port a two-pat models are available (DES-3624i, DES-3624F, and DES-3624iFM aly). 

♦ RS-232 DCE console pat fa diagnosing the Switch via a connectia toa PC and Casde/Out-of-band management 
(DES-3624i, DES-3624iF, a DES-3624iFM aly). 

♦ One slide-in module interface in the frat panel fa 1 a 2 pats 10/100M Ethanet canectia. Three optiaal 
modules are available: 2-potTX, 2-pot FX (MT-RJ ), and 1-pat FX (SC). 
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♦ Stacking Input/Output port slide-in module in the rear panel for stacking to another device to implement a high-port 
count, manageable switch. Three-port modulefor master deviceand one-port modulefor a client device. 

Performance features 

♦ Storeand forward switching schemecapability tosupport rate adaptation and protocol conversion. 

♦ Full-and half-duplex for lOMbpsand 100Mbps connections. Theoptional 1000BASE-SX and 1000BASE-LX 
modules operate at full-duplex only. Theoptional 1000BASE-T module, however, can be negotiated to lOOOM/half. 

♦ Auto polarity detection and correction of incorrect polarity on the receive twisted pair at each port. 

♦ Data forwardi ng rate 14,880 pps per port at 100% of wi re-speed fa 10M bps speed. 

♦ Data forwardi ng rate 144,810 pps per port at 100% of wi re-speed fa 100M bps speed. 

♦ Data fawardi ng rate 1,488,100 pps pa pat at 100% of wi re-speed for 1000M bps speed. 

♦ Data fi Itai ng rate el i mi nates all ara packets, runts, etc. at 14,880 pps pa pat at 100% of wi re-speed fa 10M bps 
speed. 

♦ Datafiltaing rate eliminates all erra packets, runts, etc at 144,810 pps pa pat at 100% of wire-speed fa 
100M bps speed. 

♦ Data filtering rate eliminates all ara packets, runts, etc. at 1,488,100 pps pa pat at 100% of wire-speed fa 
1000M bps speed. 

♦ 12K active MAC address entry table pa device with automatic learni ng and agi ng (10 to 9999 seconds). 

♦ 12 M B packet buffa pa devi ce. 

♦ Suppats Broadcast Stamfi Itai ng. 

♦ Supports I GMP Multicast snooping. 

Management 

♦ RS-232casdeportfaout-of-bandnetwakmanagonentviaaconsoletaminal a PC. 

♦ Spanning Tree Algaithm Protocol fa creatia of altanative backup paths and preventia of indefinite netwak 
loops. 

♦ Fully configurableeitha in-bandaout-of-band control via SNMP based software. 

♦ Flash memay fa software upgrade. This can be dae in-band via BOOTP/TFTP. Out-of-band console can also 
initiate a download request. 

♦ Built-in SNMP management: Bridge MIB (RFC 1493), RMON MIB (RFC 1757), MIB-II (RFC 1213), and Entity 
MIB (RFC 2737). 
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Unpacking and Setup 

This chapter provides unpacking and setup informati on fa the Switch. 



Unpacking 

Open theshipping carton of the Switch and carefully unpack its contents. The carton should contain thefol lowing items: 

♦ One Stackable NWay Ethernet Switch 

♦ M ounti ng kit: two mounti ng brackets and screws 

♦ Four rubber feet with adhesive backing 

♦ One AC power cord 

♦ OneRS-232 cable (master only) 

♦ This user's guideon CD-ROM with a Registration Card 

If any item is found missing a damaged, pi ease contact your local D-Link reseller for replacement. 



Setup 

Thesetup of the Switch can be performed using the foil owing steps: 

♦ T he su rface must su pport at I east 5 kg. 

♦ The power outlet should be within 1.82 meters (6 feet) of thedevice. 

♦ Visually inspect the power cad and seethat it is secured fully to the AC power connecta. 

♦ Make sure that there is proper heat dissipation from and adequate ventilation around the Switch. Do not place 
heavy objects on the Switch. 



Desktop or Shelf Installation 

When installing the Switch on a desktop a shelf, the rubber feet induded with thedevice must be first attached. Attach 
these cushiaing feet cn the bottom at each caner of thedevice Allow enough ventilatia space between the device and the 
objects around it. 
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Rack Installation 



The Switch can be mounted in an EIA standard size, 19-inch rack, which can be placed in a wiring closet with other 
equipment. To install, attach the mounting brackets on the Switch's side panels (one on each side) and secure them with 
the screws provided. 




* 




ft . 






-S3.. 



Figure 2-2A. Attaching the mounting brackets to the Switch 

Then, use the screws provided with the equipment rack to mount the Switch in the rack. 




Figure 2-2B. Installing the Switch in an equipment rack 



Unpacking and Setup 



15 



Stackable NWay Ethernet Switch User's Guide 



Power On 

The Switch can be used with AC power sources 100 - 240 VAC, 50 - 60 Hz. The power switch is located at the rear of the 
unit adjacent to the AC power connector and the system fan. The Switch's power supply will adjust to the local power 
source automatically and may be turned on without having any or all LAN segment cables connected. 

After the power switch is turned on, the LED indicators should respond as follows: 

♦ All LED indicators will momentarilyblink.ThisblinkingoftheLED indicators represents a reset of thesystem 

♦ The power LED indicator will blink while the Switch loads onboard software and performs a self-test. After 
approxi mately 40 seconds, the L E D wi 1 1 1 ight conti nuously to i ndicate the Switch is i n a ready state. 

♦ Theconsole LED indicator will remain ON if there is a connection at the RS-232 port, otherwisethis LED indicator 
is OFF. 

♦ ThelOOM LED indicator may remain ON or OFF depending on the transmission speed. 

Power Failure 

As a precaution, the Switch should be unplugged in caseof power failure When power is resumed, plug the Switch back in. 
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Identifying External Components 



This chapter describes the front panel, rear panel, side panels, optional plug-in modules, and LED indicators of the Switch 



Front Panel 



The front panel of the Switch consists of either 22 or 20 (10A00 M bps) Ethernet/Fast Ethernet ports, two or one uplink 
jacks, a slide-in module slot for 10/100 Mbps Ethernet ports, an RS-232 communication pat (DES-3624i, DES-3624iF, 
and DES-3624iFM only), and LED indicators. 
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Figure 3-1. Front panel view of the Switches 



♦ Comprehensive LED indicators display the conditions of the Switch and status of the network. A description of 
theseLED indicators follows (seeLED I ndicators). 

♦ An RS-232 DCE console port is used to diagnose the Switch via a connection to a PC and Local Console 
Management (DES-3624i, DES-3624iF,andDES-3624iFM only). 

♦ Twenty a twenty two high performance NWay ports all operate at 10/100 Mbps for connection to servers and hubs. 
Al I ports can be auto-negotiated between 10M bps or 100M bps. 

♦ A slide-in moduleslot (labeled Slotl) for 10/100 Mbps Ethernet ports can accommodate the following modules: 2- 
portTX, 2-port FX (MT-RJ ), or 1-port FX (SC). 

♦ One or two M Dl -II uplink jacks are supported. Pat numbers 1 and 2 a the DES-3624, DES-3624F, and DES- 
3624FM are equipped with MDI-Xjacksfa namal end-node coinectias and M Dl -II jacks fa uplink connections. 
Pat number la the DES-3624i, DES-3624iF,and DES-3624iFM are equipped with an MDI-Xjackfa namal end- 
node oonnectia and an M Dl -II jack fa upli nk canectia. 
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Rear Panel 



The rear panel of theDES-3624, DES-3624F, and DES-3624FM consist of a slot (labeled Slot2) for a Stacking input/output 
port and an AC power connector. The rear panel of the DES-3624i, DES-3624iF, and DES-3624iFM consist of two slots 
(labeled Slot2 and Slot3). Slot2 is for Stacking input/output ports Siol, Sio2, and Sio3. Slot3 is for an optional Gigabit 
Ethernet uplink (M Dl -II) port. Thefollowing shows the rear panel of the Switches. 




Figure 3-2. Rear panel view of the Switches 



♦ The optional Gigabit Ethernet slide-in module is an uplink/M Dl -II (media dependent interface) port for uplink to 
another Switch (DES-3624i, DES-3624iF, and DES-3624iFM only). Two models are available, one-port and two- 
port. 

♦ The Stacking input/output port slide-in module in the rear panel is for stacking to another device to implement a 
high-port count, manageable Switch. The three-port module is for a master device and a one-port module is for a 
client device. 

♦ TheAC power connector is a three-pronged connector that supports the power cord. Plug in the female connector of 
the provided power cord into this connector, and the male into a power outlet. Supported input voltages range from 
100 -240 VAC at 50 -60 Hz. 



Side Panels 



The right side panel of the Switch contains two system fans (see the bottom part of the diagram below). The left side panel 
contains heat vents. 
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Figure 3-3. Side panel views of the Switch 
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♦ The system fans are used to dissipate heat. The sides of the system also provide heat vents to serve the same 
purpose Do not block these openings, and leave adequate space at the rear and sides of the Switch for proper 
ventilation. Be reminded that without proper heat dissipation and air circulation, system components might 
overheat, which could lead to system failure. 



Stack Operation 



The DES-3624i, DES-3624iF, and DES-3624iFM are all intelligent Switches capable of acting as a master for up to 
three slave Switches (DES-3624, DES-3624F, a DES-3624FM). Each port is referred to by unit ID and port number in 
your DES-3624 Series stack. 

To set up a stack, a one-port Stacking input/output module is needed fa each client Switch and a three-port Stacking 
input/output module is needed for the master Switch. Once the modules have been installed, use a cascade cableto 
connect each client Switch to the master Switch. 




DES-3624 



Figure 3-4. Switch stack with one master and three slaves 

Please note that two client switches can also be connected via the Stacking input/output ports. 
Thefollowing diagram displays some possible switch stack connections: 
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Figure 3-5. Switch stack with example of possible connections 



Optional Plug-in Modules 



The DES-3624i/DES-3624iF/DES-3624iFM Stackable NWay Ethernet Switch is able to accommodate a range of plug-in 
modulesin order to increase functionality and performance. 
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100BASE-FX (MT-RJ) Module 




Figure 3-6. Two-port, 100BASE-FX (MT-RJ) module 



♦ Two-port, front-panel module. 

♦ Connects to 100BASE-FX devices at full- or half-duplex. 

♦ Supports multi-mode fiber-optic cableconnections of up to 412 meters in half-duplex or 2 km in full-duplex mode. 

100BASE-FX (SC) Module 




Figure 3-7. One-port, 100BASE-FX (SC) module 



♦ One-port, front panel module. 

♦ Connects toa 100BASE-FX deviceat full- or half-duplex. 

♦ Supports multi-mode fiber-opticcableconnections of upto412 meters in half-duplex or 2 km in full-duplex mode. 
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100BASE-TX Module 




Figure 3-8. Two-port, 100BASE-TX module 



♦ Two-port, front-panel module. 

♦ Connects to 100BASE-TX devices at full- or half-duplex. 

♦ Supports Category 5 UTP or STP cableconnections of up to 100 meters. 

1000BASE-SX Gigabit Module 




1por( Giga-SX Module 

Figure 3-9. One-port, 1 000B ASE-SX gigabit module 

♦ One- or two-port, rear-panel module 

♦ Connects to 1000BASE-SX devices at full duplex. 

♦ Allows connections using mul ti-mode fiber optic cable in thefol lowing configurations: 
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2.53 
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1000BASE-LX Gigabit Module 
DES-3624i 




1pur( Giga-LX Module 



Figure 3-10. One-port, 1 000BASE-LX gigabit module 



♦ One or two-port, rear-panel module 

♦ Connects toa 1000BASE-LX deviceatfull duplex. 

♦ Allows connections up to 5 km in length usingsingle-modefiberopticcable. 

1000BASE-T Copper Gigabit Module 
DES-3624i 




1 port T Module 



Figure 3-11. One-port, 1000BASE-T gigabit module 



♦ One or two-port, rear-panel module 

♦ Connects to 1000BASE-T devices at lOOOM/full duplex, lOOM/full duplex, lOOM/half duplex, and Auto. 
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♦ Supports Category 5+or higher cableconnections of up to 100 meters. 



LED Indicators 



The LED indicators of the Switch include Power, Console, Slot, Giga, Speed, and Link/Act. The following shows the LED 
indicators for the Switch along with an explanation of each indicator. 
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Figure 3-12. The Switch LED indicators 



♦ Power This indicator on the front panel should light green after approximately 2 seconds to indicate the ready 
state of the Switch when the device is pcwered on. The LED will blink when the Power-On Self-Test (POST) is 
running a if the system's configuration has changed. This LED will light orange when an error occurs. 

♦ Console This indicator is lit green when the switch is being managed via out-of-band/local console management 
through the RS-232 console port using a straight-through serial cable. When a secured connection is established, 
this LED is lit. The indicator blinks when the console RS-232 is accessed. 

♦ Slot2 This indicator is lit green when a slide-in module is present in the rear panel of the Switch. 

♦ Slot3 This indicator is lit green when a slide-in module is present in the rear panel of the Switch. 

♦ Gigal This indicator is lit green when a link is established. It blinks green when theGigabit port is active. 

♦ Giga2 This indicator is lit green when a link is established. It blinks green when theGigabit port is active. 

♦ Siol This indicator is lit green when a Stacking I O port is present in the rear panel of theSwitch. 

♦ Sio2 This indicator is lit green when a Stacking I O port is present in the rear panel of theSwitch. 

♦ Sio3 This indicator is lit green when a Stacking I O port is present in the rear panel of theSwitch. 
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♦ 100M These indicators are illuminated green when a 100 Mbps device is connected toanyof the22+2or 20+2 ports 
or uplink pat. If a 10 M bps device is connected to any of the 24 pats or uplink port, these LEDs remain dark. When 
a pot is active, these indicatas will blink green. 

♦ Link/Act These indicatas are lit when thae is a secure con necti an (or link) to a device at any of the ports. The 
LEDs blink wheneva there is reception a transmissiat (i.e. Activity-Act) of data acurringata pat. 
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Connecting The Switch 



This chapter describes how to connect the Switch to your Ethernet network. 



Switch to End Node 



End nodes include PCs outfitted with a 10, 100 or 10/100 Mbps RJ -45 Ethernet/Fast Ethernet Network Interface Card 
(NIC) and most routers. The RJ -45 UTP ports on NICsand most routers are MDI -II. When using a normal straight -through 
cable, an M Dl -II port must connect to an MDI-Xport. 

An end node can beconnected to the Switch via a two-pair Category 3, 4, 5 UTP/STP straight cable (be sure to useCategory 
5 UTP or STP cabling fa 100 Mbps Fast Ethernet connections). Theend node should beconnected toany of thetwenty-two 
ports (lx - 22x) of the Switch or to either of the two 100BASE-TX ports on the front-panel module that came preinstal led 
on the Switch. An end node should not beconnected to an Uplink port (unless using a crossover cable), and if the top Uplink 
port is in use, Port lx must remain vacant; if the bottom Uplink pat is in use, Pat 2xcanna be used. 



DES-36U 
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Figure 4-1. Switch connected to an End Node 

The LED indicatas fa the pat the end ncde is cainected to are lit accading to the capabilities of the NIC. If LED 
indicatas arena illuminated after making a proper connectia, check the PC's LAN card, the cable, switch caditias, and 
connectias. 

The following LED indicata states are possible fa an end node to switch connection: 
L The 100M LED indicata canesON fa a 100 M bps and staysOF F fa 10 M bps. 
Z The Link/Act LED indicata lights up upa hooking up a PC that is powered a. 



Switch to Hub or Switch 



These connectias can be accomplished in a number of ways. The most important consideratia is that when using a 
namal, straight -through cable, the coinectia should be made between a namal crossed pot (Pot lx, 2x, etc.) and an 
Uplink (MDI -II) pat. If you are using a crossover cable, the connectia must be made from Uplink to Uplink, a fran a 
crossed pat toanaher crossed pat. 
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♦ A 10BASE-T hub a switch can be connected to the Switch via a two-pair Category 3, 4 or 5 UTP/STP straight cable. 

♦ A 100BASE-TX hub a switch can beconnected to the Switch via a four-pair Category 5 UTP/STP straight cable. 

If the other switch or hubcontains an unused Uplink pat,wesuggestccnnectingtheotherdevice'sUplink(MDI-ll)portto 
any of the switch's (MDI-X) ports (lx- 22x, or one of the 100BASE-TX module pats) using a normal straight -through cable, 
as shown below. 

If the other device does not have an unused Uplink port, make the connection with a normal straight-through cable from 
one of the Uplink ports on the switch to any normal crossed pat on the hub. Alternatively, if you havea crossover cable you 
can save the Uplink pats fa other canections and makethi sonefrom a crossed port to anrther crossed port. 
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Figure 4-2. Switch connected to a normal (non-Uplink) port on a hub or switch using a straight or crossover 

cable 



1 OB ASE-T Device 

For a 10BASE-T device, the Switch's LED indicatas should display thefo! lowi ng: 

♦ 100M LED speed indicata isOFF. 

♦ Link/Act indicata isON . 

100BASE-TX Device 

Faa 100BASE-TX device, theSwitch's LED indicatas should display the following: 

♦ 100M LED speed indicata isON. 

♦ Link/Act is ON. 
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Switch Management Concepts 



This chapter discusses many of the features used to manage the switch, and explains many concepts and important points 
regarding these features. Configuring the Switch to implement these concepts is discussed in detail in the next chapters. 



Local Console Management 



Local console management involves the administration of the Switch via a direct connection to the RS-232 DCE console 
port. This is an Out-Of-Band connection, meaning that it is on a different drcuit than normal network communications, 
and thus works even when the network is down. 

The local console management connection involves a terminal or PC running terminal emulation software to operate the 
Switch's built-in console program (seeChapter 6, "Using the Console I nterface"). Using the console program, a network 
administrator can manage control and monitor the many functions of the Switch. 

Hardware components in the Switch allow it to bean active part of a manageable network. These components include a 
CPU, memory for data storage, other related hardware, and SNMP agent firmware. Activities on the Switch can be 
monitored with these components, while the Switch can be manipulated tocarry out spedfic tasks. 



Diagnostic (Console) Port (RS-232 DCE) 

Out-of-band management requires connecting a terminal, such as a VT-100 or a PC running terminal emulation program 
(such as HyperTerminal, which is automatically installed with Microsoft Windows) a to the RS-232 DCE consdeport of 
the Switch. Switch management using the RS-232 DCE consdeport is called Local Console Management to differentiate 
it from management done via management platforms, such as D-View, H P OpenView, etc 

Theconsdeport is set for thefd lowing configuration: 

0 Baud rate: 9,600 

0 Data width: 8 bits 

0 Parity: none 

0 Stop bits: 1 

0 FlowContrd none 

Makesure the terminal or PC you are using to make this connection is configured to match these settings. 

If you are having problems making this connection on a PC, make sure the emulation is set to VT-100 a ANSI. If you 
still don't see anything, try hitting <Ctrl>+r to refresh the screen. 
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IP Addresses and SNMP Community Names 



Each Switch has its own I P Address, which is used far communication with an SN M P network manager or other TCP/I P 
application (for example BOOTP, TFTP). You can change the default Switch IP Address to meet the sped fi cation of your 
networki ng address scheme. 

I n addition, you can also set an I P Address for a gateway router. This becomes necessary when the network management 
station is located on a different I P network as the Switch, making it necessary for management packets to go through a 
router to reach the network manager, and vice-versa. 

For security, you can set in the Switch a list of IP Addresses of the network managers that you allow to managethe Switch. 
You can also change thedefault Community Name in the Switch and set access rights of theseCommunity Names. 



Traps 



Traps are messages that alert you of events that occur on the Switch. The events can be as serious as a reboot (someone 
accidentally turned OFF the Switch), or less serious I ike a pat status change. The Switch generates traps and sends them 
to the network manager (trap managers). The following lists the types of events that can take pi ace on the Switch. 

0 System resets 

0 Errors 

0 Status changes 

0 Topology changes 

0 Operation 

You can alsospedfy which network managers may receive traps from the Switch by setting a list of IP Addresses of the 
authorized network managers. 

Trap managers are special users of the network who are given certain rights and access in overseeing the maintenance of 
the network. Trap managers will receive traps sent from the Switch; they must immediately takecertain actions to avoid 
future failure or breakdown of the network. 

The following are trap types a trap manager will receive: 

♦ Cold Start This trap signifies that the Switch has been powered up and initialized such that software settings 
are reconfigured and hardware systems are rebooted. A cold start is different from a factory reset. 

♦ Warm Start This trap signifies that the Switch has been rebooted, however the Power-On Self-Test (POST) is 
ski pped. 

♦ Authentication Failure This trap signifies that someone has tried to logon to the switch using an invalid 
SNMP community name. The switch automatically stores the source IP address of the unauthorized user. 

♦ New Root This trap indicates that the Switch hasbecomethenewrootoftheSpanningTree,thetrapissentbya 
bridge soon after its election as the new root. This implies that upon expiration of the Topology ChangeTimer the 
new root trap is sent out immediately after the Switch's selection as a new root. 

♦ Topology Change A Topology Change trap is sent by the Switch when any of its configured pats transitions 
from the Learning state to the Fawarding state, a fran the Fawarding state to the Blocking state. Thetrap is not 
sent if a new root trap issentforthesametransition. 
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♦ Link Change Event This trap is sent whenever the link of a port changes from link up to link down or from link 
down to I ink up. 

♦ Port Partition This trap is sent whenever a port is partitioned asa resultof morethan sixty-one collisions on 
the port (i.e., it is automatically partitioned). The number of collisions that triggers this trap is the same at either 
10M bps or 100M bps. 

♦ Broadcast Storm This trap is sent whenever the port reaches the broadcast storm rising or falling threshold. 



MIBs 



Management information and counters are stored in the Switch in the Management Information Base (M IB). The Switch 
uses the standard Ml B-ll Management I nformation Base module. Consequently, values for Ml B objects can be retrieved 
from any SNMP-based network manager software In addition to the standard Ml B-ll, the Switch also supports its own 
proprietary enterprise MIB as an extended Management Information Base. These MIBs may also be retrieved by 
specifying theMIB'sObject-ldentity(OID) at the network manager. MIB values can be either read-only a read-write. 

Read-only MIBs variables can be either constants that are programmed intothe Switch, or variables that change whilethe 
Switch is in operation. Examples of read-only constants arethe number of pats and types of pats. Examples of read-aly 
variables are the statistics counters such as the number of erras that have acurred, or how many ki lobytes of data have 
been received and fawarded through a port. 

Read-write MIBs are variables usually related to user-customized configurations. Examples of these are the Switch's IP 
Address, Spanning Tree Algaithm parameters, and pot status. 

If you use a third-party vendas'SN MP software to managethe Switch, a diskettelistingtheSwitch's propriety enterprise 
MIBs can be obtained by request. If your software provides functions to browse a modify MIBs, you can alsogettheMIB 
values and change them (if the MIBs' attributes permit the write operation). This process however can be quite involved, 
since you must knowtheMIB 01 Dsand retrievethemonebyone 



Packet Forwarding 



The Switch learns the netwak configuration and uses this infamatioi to faward packets. This reduces the traffic 
congestion on the netwak, because packets, instead of being transmitted to all segments, are transmitted to the 
destination only. Example: if Pat 1 receives a packet destined fa a station a Port 2, the Switch transmits that packet 
through Port 2aly, and transmits ntfhing through the aha ports. 

Aging Time 

The Aging Time is a parameter that affects the auto-learn praess of the Switch in tarns of the netwak cafiguratia. 
Dynamic Entries, which make up the auto-learned-node address, are aged out of the address table accading to the Aging 
Time that you set. 

The Aging Time can be from 10 seconds to 9999 seconds. A vay lag Aging Timecan result with the out-of-date Dynamic 
Entries that may cause i ncarect packet filtering/fawarding dedsias. 

On the aha hand, if the Aging Time is too short, many entries may be aged outsooi, resulting in a high pacentageof 
received packets whose source addresses can na be found in the address table, in which case the Switch will broadcast the 
packet to all pats, negating many of the benefits of having a switch. 
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Filtering Database 

A switch uses a filtering database to segment the network and control communications between segments. It also 
filters packets off the network for intrusion control (MAC Address filtering). 

For port filtering, each port on the switch is a unique collision domain and the switch filters (discards) packets whose 
destination lies on the same port as where it originated. This keeps local packets from disrupting communications on 
other parts of the network. 

For intrusion control, whenever a switch encounters a packet originating from or destined toa MAC address defined by 
the user, the switch will discard the packet. 

Filteri ng includes: 

L Dynamic filtering Automatic learningandagingof MAC addresses and their location on thenetwork. Filtering 
occurs to keep local traffic confi ned to its segment. 

Z MAC address filtering Themanual entry of spedfic MAC addresses to be filtered from the network. 

3. Filtering done by the Spanning Tree Protocol Can filter packets based on topology, making sure that 
signal loops don't occur. 

4. Filtering done for VLAN integrity. Packets froma member of a VLAN (VLAN 2, for example) destined for a 
device on another VL AN (VLAN 3) will be filtered. 



Spanning Tree Algorithm 



The Spanning Tree Algorithm (STA) in the Switch allows you to create alternative paths (with multiple switches or other 
types of bridges) in your network. These backup paths are idle until the Switch determi nes that a problem has developed 
in the primary paths. When a primary path is lost, the switch providing the alternative path will automatically go into 
service with no operator intervention. This automatic network reconfiguration provides maximum uptime to network users. 
The concept of the Spanning Tree Algorithm is a complicated and complex subject and must be fully researched and 
understood. Please read thefollowing before making any changes. 

♦ Network loop detection and prevention With STA, therewill beonly onepath between anytwoLANs. If 
there is more than one path, forwarded packets wi 1 1 loop i ndefi nitely. STA detects any looped path and selects the 
path with the lowest path cost as the active path, while blocking theother path and using it as the backup path. 

♦ Automatic topology reconfiguration When the path fa which there is a backup path fails, the backup 
path will be automatically activated, and STA will automatically re-configure the network topology. 

STA Operation Levels 

STA operates on two levels: the bridge level and the port level. On the bridge level, STA calculates the Bridge Identifier for 
each Switch, then sets the Root Bridge and the Designated Bridges. On the port level, STA sets the Root Port and 
Designated Ports. Details are as follows: 

On the Bridge Level 

♦ Root Bridge The switch with the lowest Bridge Identifier is the Root Bridge. Naturally, you will want the Root 
Bridge to be the best switch among the switches in the loop to ensure the highest network performance and 
reliability. 
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♦ Bridge Identifier This is the combination of the Bridge Priority (a parameter that you can set) and the MAC 
address of the switch. Example: 4 00 80 C8 00 01 00, where 4 is the Bridge Priority. A lower Bridge Identifier 
results in a higher priority for the switch, and thus increases it probably of being selected as the Root Bridge. 

♦ Designated Bridge From each LAN segment, the attached Bridge that has the lowest Root Path Cost to the 
Root Bridge is the Designated Bridge It forwards data packets for that LAN segment. In cases where all Switches 
have the same Root Path Cost, the switch with the lowest Bridge Identifier becomes the Designated Bridge 

♦ Root Path Cost The Root Path Cost of a switch is the sum of the Path Cost of the Root Port and the Root Path 
Costs of al I the switches that the packet goes through. The Root Path Cost of the Root B ridge is zero. 

♦ Bridge Priority This is a parameter that users can set. The smaller the number you set, the higher the Bridge 
Priority is. The higher the Bridge Priority, the better the chancethe Switch will be selected as the Root Bridge 

On the Port Level 

♦ Root Port Each switch has a Root Port. This is the port that has the lowest Path Cost to the Root Bridge. In case 
there are several such pats, then theonewith the lowest Port Identifier is the Root Port. 

♦ Designated Port This is the port on each Designated Bridge that is attached to the LAN segment for which the 
switch is the Designated Bridge. 

♦ Port Priority The smaller this number, the higher the Port Priority is. With higher Pat Priority, thehigherthe 
probability that the pat will Deselected as the Root Pat. 

♦ Path Cost This is a changeable parameter and may be modified accading to STA specifications. The 1000Mbps 
segment has an assigned Path Cost of 4, the 100M bps segment has an assigned Path Cost of 19, and each 10M bps 
segment has an assigned cost of 100. These values will change dynamically when porttrunking is enabled. 

User-Changeable STA Parameters 

The factory default setting should cover the majaity of installations. However, it is advisable to keep the default settings 
as set at the factory, unless it is absolutely necessary. The user changeable parameters in the Switch areas follows: 

♦ Bridge Priority A Bridge Priaity can befrom 0 to 65535. 0 is equal tothe highest Bridge Priaity. 

♦ Bridge HelloTime The HelloTimecan befrom 1 to 10 seconds. This is the interval between twotransmissias 
of BPDU packets sent by the Root Bridge to tell all aher Switches that it is indeed the Root Bridge. If you set a 
HelloTime fa your Switch, and it is nrt the Root Bridge, the set HelloTime will be used if and when your Switch 
becomes the Root B ri dge. 

Note: The HelloTimecanna be lager than the Max. Age Otherwise, a cafiguratia erra will occur. 

♦ Bridge Max. Age The Max. Agecan befrom 6to40secads. At theend of theMax. Age, if a BPDU hasstillnrt 
been received from the Root Bridge, your Switch will start sending its own BPDU to all other Switches fa 
permissia to become the Root Bridge. If it turns out that your Switch has the lowest Bridge Identifier, it will 
become the Root Bridge. 

♦ Bridge Forward Delay TheFaward Delay can befran4to30seoonds. This isthetimeany port a theSwitch 
spends i n the I i steni ng state while movi ng from the bl aki ng state to the fawardi ng state. 

Observe the fd lowing famulas when you set the above parameters: 

1. Max. Age 2x(Faward Delay- lsecad) 

2. Max.Age 2x(HelloTime+lseoond) 
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♦ Port Priority A Pat Priority can be from 0 to 255. The lower the number, the greater the probability the port 
wi 1 1 be chosen as the Root Port. 



Illustration of STA 

A simple illustration of three Bridges (or the Switch) connected in a loop is depicted in Figure 5-1. In this example, you can 
antidpate some major network problems if the STA assistance is not applied. For instance, if Bridge 1 broadcasts a 
packet to Bridge 2, Bridge 2 will broadcast it to Bridge 3, and Bridge 3 will broadcast it to Bridge 1 and so on. The 
broadcast packet will be passed indefinitely in a loop, causing a serious network failure. 

To alleviate network loop problems, STA can be applied as shown in Figure 5-2. In this example STA breaks the loop by 
blocking the connection between Bridge 1 and 2. The decision to block a particular connection is based on the STA 
calculation of the most current Bridge and Port settings. Now, if Bridge 1 broadcasts a packet to Bridge 3, then Bridge 3 
will broadcast it to Bridge 2 and the broadcast will end there. 

STA setup can be somewhat complex. Therefore, you are advised to keep the default factory settings and STA will 
automatically assign root bridges/ports and block loop connections. However, if you need to customize the STA parameters, 
refer to Table 5-1. 
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Bridge Priority 


lower the #, 
higher the 
priority 


Increases chance 
of becoming the 
Root Bridge 


Avoid, if the switch 
is used in workgroup 
level of a large 
network 


Hello Time 


1 - 10 sec. 


No effect, if not 
Root Bridge 


Never set greater 
than Max. Age Time 


IV 1 <i v A op Tim** 


f\ - J.0 fiPC 
\J - H-U aCL. 


V_(J111]JCLC 1U1 I\UUl 

Bridge, if BPDU 
is not received 


nvuiu 1UW 11U111UC1 

for unnecessary reset 
of Root Bridge 


Forward Delay 


4 -30 sec. 


High # delays the 
change in state 


Max. Age < 2 x 
(Forward Delay - 1) 
Max. Age > 2x 
(Hello Time + 1) 


Port Level STA parameters 


Enable / Disable 


Enable / 
Disable 


Enable or disable 
this LAN segment 


Disable a port for 
security or problem 
isolation 


Port Priority 


lower the #, 
higher the 
priority 


Increases chance 
of become Root 
Port 





Table 5-1. User-selective STA parameters 



Port Trunking 



Port trunking is used to combine a number of ports together to make a single high-bandwidth data pipeline. The 
participating parts are called members of a trunk group, with one port designated as the anchor of the group. Since all 
members of the trunk group must be configured to operate in the same manner, all settings changes made to the anchor 
port are applied to all members of the trunk group. Thus, when configuring the ports in a trunk group, you only need to 
configure the anchor pat. 

The Switch supports 3 trunk groups, which may include from 2 to 8 switch ports each, except for the third trunk group 
which consists of the 2 ports of the Slot 1, 100BASE-TX or 100BASE-FX front-panel module. The anchor port for the first 
group is preset as port 5, the anchor port for the second group is port 13 and the anchor port for the third group is the first 
port (lx) on the2-port module. 
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Figure 5-3. Port trunking example 

The switch treats all ports in a trunk group as a single port. As such, trunk ports will not be blocked by Spanning Tree 
(unless a redundant link with higher STP priority is present). 

Data transmitted to a specific host (destination address) will always be transmitted over the same port in a trunk group. 
This allows packets in a data stream to arrive in the same order they were sent. A trunk connection can be made with any 
other switch that maintains host-to-host data streams over a single trunk port. A trunk connection cannot be made with 
switches that perform load-balancing on a per-packet basis. 



VLANs & MAC-Based Broadcast Domains 



VLANs are a collection of users or switch ports grouped together in a secure, autonomous broadcast and multicast domain. 
The main purpose of setting up VLANs or a broadcast domain on a network is to limit the range and effects of broadcast 
packets. 

Two types of VLANs are implemented on the Switch: 802.1Q VLANs and pat-based VLANs. M AC-based broadcast 
domains are a third option. Only one type of VLAN or broadcast domain can be active on the Switch at any given time, 
however. Thus, you will need to choose the type of VLAN or broadcast domain you wish to setup on your network and 
configure the Switch accordingly. 802.1Q VLANs support IEEE 802.1Q tagging, which enables them to span the entire 
network (assuming all switches on the network are IEEE 802.1Q-compliant). I n contrast, M AC-based broadcast domains 
are limited to the Switch and devices directly connected to them. 

All VLANs allow a network to be segmented in order to reduce the size of broadcast domains. All broadcast, multicast, 
and unknown packets entering the Switch on a particular VLAN will only be forwarded to the stations or ports (802.1Q 
and port-based) that are members of that VLAN . 802.1Q and port-based VLANs also I i mit unicast packets to members of 
the VLAN, thus providing a degree of security to your network. 

Another benefit of 802.1Q and port-based VLANs is that you can change the network topology without physically moving 
stations or changing cable connections. Stations can be 'moved' to another VLAN and thus communicate with its members 
and share its resources, simply by changing the port VLAN settings from one VLAN (the sales VLAN, for example) to 
another VLAN (the marketing VLAN). This allows VLANs to accommodate network moves, changes and additions with 
the utmost flexibility. MAC-based broadcast domains, on the other hand, allow a station to be physically moved yet still 
belong to the same broadcast domain without having to change and configuration settings. 
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Theuntagging feature of IEEE 802.1Q VLANs allows VLANs to work with legacy switches that don't recognize VL AN 
tags in packet headers. The tagging feature allows VLANs to span multiple 802.1Q-compliant switches through a single 
physical connection and allows Spanning Tree to be enabled on all ports and work normally (BPDU packets are not 
tagged). 

MAC- Based Broadcast Domains 

The Switch supports up to 12 MAC-based broadcast domains, which are by their nature, limited to the Switch itself and 
the devices connected di rectly to it. 

Since MAC addresses are hard-wired into a station's network interface card (NIC), MAC-based broadcast domains enable 
network managers to movea station toa different physical location on the network and have that station automatically 
retain its broadcast domain membership. This provides the network with a high degree cf flexibility si nee even notebook 
PC's can plug into any available pat on a network and communicate with the same people and use the same resources 
that have been allocated tothe broadcast domain in which it isa member. 

Since MAC-based broadcast domains do not restrict the transmission of known unicast frames to other broadcast 
domains, they can only be used to define limited broadcast domains. As such, they are best implemented on networks 
where stations are frequently moving, for example where people using notebook PCs are constantly plugging into different 
parts of the network. 

Setting up MAC-based broadcast domains is a relatively straightforward process. Simply create the broadcast domain by 
assigning it a name (description) and add MAC addresses for the stations that will be members. 

IEEE 802. 1Q VLANs 

The Switch supports up to 2000 802.1Q VLANs. 802.1Q VL AN s I i mit traffic that flows i nto and out of switch ports. Thus, 
all devices connected toa port are members of theVLAN(s) the pat belagsto, whether thae is a single computer directly 
connected toa switch, a an entire department. 

On 802.1Q VLANs, NICs do not need to be able to identify 802.10 tags in packet headers. NICs send and receive namal 
Ethernet packets. If the packet's destination lies on the same segment, communications takeplace using namal Ethernet 
praccols. Even though this is always the case, when the destination fa a packet lies a anaher Switch port, VLAN 
censideratias come into pi ay to decide if the packet gets dropped by the Switch a delivered. 

There are two key compaents to understanding 802.10 VLANs: Port VLAN I D numbers (PVI Ds) and VLAN I D numbers 
(VI Ds). Bah variables are assigned to a switch port, but there are important differences between them. A user can aly 
assign one PVID to each switch port. The PVID defines which VLAN a packet belags to when packets need to be 
fawarded to anaher switch port a somewhere else a the netwak. On the aher hand, a user can define a port as a 
member of multiple VLANs (VI Ds), allowing the segment connected to it to receive packets from many VLANs a the 
netwak. These two variables control a pat's ability to transmit and receive VLAN traffic, and the difference between 
them provides netwak segmentatia, while still allowing resources to be shared across maethan aeVLAN. 

802.1 Q VLAN Segmentation 

Thefollawing example is helpful in explaining how 802.10 VLAN segmentatia waks. Take a packet that is transmitted 
by a machinea Port lthat isa member of VLAN 2 and has the Port VLAN ID number 2 (PVID=2). If thedestinatia lies 
a anaher pat (found through a namal fawarding table lookup), the Switch then looks to see if the aher pat (Pat 10) is 
a member of VLAN 2 (and can therefae receive VLAN 2 packets). If port 10 is na a member of VLAN 2, then the packet 
will be dropped by the Switch and will na reach its destinatia. If Port 10 is a member of VLAN 2, the packet will go 
through. This selective fawarding feature based a VLAN criteria is how VLANs segment netwaks. The key point being 
that Pat 1 will aly transmit a VLAN 2, because it's Port VLAN ID number is 2 (PVI D=2). 
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Sharing Resources Across 802.1 Q VLANs 

Network resources such as printers and servers however, can be shared across 802.1Q VLANs. This is achieved by setting 
up overlapping VLANs as shown in the diagram below. 

VLAN 3 
^ 

VLAN 1 VLAN 2 




Workstations 



Network 
Server 



Graphics 
Workstations 



Figure 5-4. Example of typical VLAN configuration 

In the above example, there are three different 802.1Q VLANs and each port can transmit packets on one of them 
according to their Port VLAN I D (PVI D). However, a port can receive packets on all VLANs (VI D) that it belongs to. The 
assignments are as follows: 
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(VLAN ID) 


Ports 
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1,2,3,7 
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7,11,12 


3 


1,2,3,7,11,12 



Table 5-2. VLAN assignments for Figure 5-4 



The server attached to Port 7 is shared by VLAN land VLAN 2 because Port 7 is a member of both VLANs (it is listed as 
a member of VI D land 2). Since it can receive packets from both VLANs, all ports can successfully send packets to it to be 
pri nted. Ports 1, 2 and 3 send these packets on VLAN 1 (thei r PVI D=l), and Ports 11 and 12 send these packets on VLAN 
2 (PVID=2). The third VLAN (PVID=3) is used by the server to transmit files that had been requested on VLAN 1 or 2 
back to the computers. All computers that use the server will receive transmissions from it since they are all located on 
ports which are members of VLAN 3(VID=3). 



802.1 Q VLANs Spanning Multiple Switches 

802.1Q VLANs can span multiple switches as well as your entire network. Two considerations to keep in mind while 
building VLANs of this sat are whether the switches are IEEE 802.1Q-compliant and whether VLAN packets should be 
tagged or untagged. 

Defi nitions of relevant terms areas follows: 
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♦ Tagging Theact of putting 802.1QVL AN information intotheheaderofa packet. Ports with tagging enabled will put 
the VI D number, priority, and other VL AN information into all packets that flow out it. If a packet has previously been 
tagged, the port will not alter the packet, thus keeping the VLAN information intact. Tagging is used to send packets 
from one 802.1Q-compliant device to another. 

♦ Untagging The act of stripping 802.1Q VLAN information out of the packet header. Pats with untagging enabled 
will take all VLAN information out of all packets that flow out of a port. If the packet doesn't have a VLAN tag, the 
port will not alter the packet, thus keeping the packet free of VLAN information. U ntagging is used to send packets 
from an 802.1Q-compliant switch toa non-compliant device. 

♦ Ingress port A port on a switch where packets are flawing into the switch. If an ingress pat has the I ngress Filter 
enabled, the switch will examine each packet to determine whether a not it is a VLAN member and then take one of 
two actions: if the pat is not a member of a VLAN, the packet will be dropped; if the pat is a member of a VLAN, then 
the packet will be fawarded. Otherwise, if the Ingress Filter is disabled, then the switch will praess any packet 
received at this pat in its namal fashia. 

♦ Egress port A pat a a switch whae packets are flowing out of the switch, eitha to anotha switch a to an end 
statia, and tagging decisias must be made. If an egress port is canected to an 802.1Q-compliant switch, tagging 
should be enabled so the otha device can take VLAN data into account when making fawardingdedsias (this allows 
VLANs to span multiple switches). If an egress canectia is to a na-compliant switch a end-statia, tags should be 
stripped so the (now namal Ethernet) packet can be read by the receiving device 



VLANs Over 802. 1Q -compliant Switches 

When switches maintaining the same VLANs are 802.1Q-canpliant, it is possibleto use tagging. Tagging puts 802.1Q 
VLAN infamatia into each packet header, enablingaher 802.1Q-compliant switches that receivethe packet to know how 
to treat it. Upa receiving a tagged packet, an 802.1O-compliant switch can use the infamatia in the packet heada to 
maintain the integrity of VLANs, carry out priaityfawarding, etc 



Data transmissions between 802.1Q-compliant switches take place as shown below. 
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Figure 5-5. Data transmissions between 802.1 Q-compliant Switches 
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I n the above example, step 4 is the key element. Because the packet has 802.1Q VLAN data encoded in its header, the 
ingress port can make VLAN -based decisions about its delivery: whether server #2. is attached toa port that is a member 
of VLAN 2 and, thus, should the packet be delivered; the queuing priority to give to the packet, etc. It can also perform 
these functions for VLAN 1 packets as well, and, in fact, for any tagged packet it receives regardless of the VLAN number. 

If the ingress pat in step 4 were connected toa non-802.1Q-compliant device and was thus receiving untagged packets, it 
would tag its own PVID onto the packet and use this information to make forwarding decisions. As a result, the packets 
coming from the non-compliant device would automatically be placed on the ingress ports VLAN and could only 
communicate with other ports that are members of this VLAN. 

Port-Based VLANs 

Port-based VLAN s are a simplified version of the 802.1Q VLAN s described in the previous section. In port-based VLANs, 
all the 802.1Q settings are pre-configured allowing you to quickly and easily setup and maintain port-based VLANs on 
your network. 

In port-based VLANs, broadcast, multicast and unknown packets will be limited to within the VLAN. Thus, port-based 
VLANs effectively segment your network into broadcast domains. Furthermore, ports can only belong to a single VLAN. 

Because pat-based VLANs are uncomplicated and fairly rigid in their implementation, they are best used fa netwak 
administratas who wish to quickly and easily setup VLANs in ader to isolate limit the effect of broadcast packets on 
their netwak. 

Fa the most secure implementatia, make sure that end statias are directly canected to the switch. Attaching a hub, 
switch a aher repeater to the port causes all statias attached to the repeater to become members of the Port-based 
VLAN. 

To setup port-based VLANs, simply select one of 24 VLAN ID numbers, name the VLAN and specify which pats will be 
members. All rther pats will autanatically befabidden membership, even dynamically as a pot can belag toaly ae 
VLAN. 



Broadcast Storms 



Broadcast stams are a conma problem a today's netwaks. Basically, they casist of broadcast packets that flood 
and/a are looped a a netwak causing naiceable performance degradatia and, in extreme cases, netwak failure. 
Broadcast stams can be caused by netwak loops, malfunctiaing NICs, bad cable canectias, and applicatias a 
praocols that generate broadcast traffic, among ahers. 

In effect, broadcast stams can aiginate fron any number of sources, and ace they are started, they can be self- 
perpetuating, and can even multiply the number of broadcast packets a the netwak over time I n the best case, netwak 
utilization will behigh and bandwidth limited until the hop counts fa all broadcast packets have expired, whereupa the 
packets will be discarded and the netwak will return to namal. In the wast case, they will multiply, eventually using up 
all the netwak bandwidth (although netwak applicatias will usually crash lag befae this happens), and cause a 
netwak meltdown. 

Broadcast stams have lag been a cacern fa netwak administratas with routers traditiaally being used to prevent 
their acurrence, and if that failed, to at least limit their scope. However, with the advent of VLANs, switches are now able 
to limit broadcast domains better and cheaper than routers. Also, many switches, induding the DES-3624 Series, have 
broadcast sensas and filters built intoeach port to further control broadcast stams. 
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Segmenting Broadcast Domains 

The Switch allows you to segment broadcast domains. It does this by forwarding packets only to ports in the same 
broadcast domain or VLAN. Thus, broadcast packets will only be forwarded to ports that are members of the same 
broadcast domain or VLAN. Other parts of the network are effectively shielded. As a result, the smaller the broadcast 
domain, the less effect a broadcast storm will have. Since VLAN sand broadcast domai ns are implemented at each switch 
port, they can be quite effective in limiting the scope of broadcast storms. 

Eliminating Broadcast Storms 

SN M P agents can be programmed to monitor the number of broadcast packets on switch ports and act on the data. When 
the number of broadcast packets on a given port rise past an assigned threshold, an action can be triggered. When enabled, 
the usual action is to block the pat to broadcast frames, which discards all broadcast frames arriving at the port from the 
attached segment. Not only does this isolate the broadcast domain, but it actually starts removing broadcast packets from 
the affected segment. When the number of broadcast packets falls to an acceptable level (below a fal I i ng threshold), the 
SNMP agent can remove the blocking condition, returning the pat to its normal operational state. 

In the Switch, the default rising threshold is met when maethan 500 broadcast packets per second are being detected on a 
spedfied pat. Once the rising threshold is surpassed fa a duratioi of maethan 5 secoids, it will trigger the broadcast 
stam rising actia cafigured by the user. The default fal ling threshold is met if thereare less than 250 broadcast packets 
per second. It is triggered acetheduratia is at least 30 seconds. The actions can easily be defined by using a namal 
SN M P management program a through the oaisole interface. 
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Using the Console Interface 



Your Stackable NWay Ethernet Switch supports a console management interface that allows you to set up and control your 
Switch, either with an ordinary terminal (or terminal emulator), or over the network using the TCP/IP Telnet protocol. You 
can use this fad I ity to perform many basic network management functions. In addition, the console program will allow you 
to set up the Switch for management using an SN M P-based network management system. This chapter describes how to 
use the console interface to access the Switch, change its settings, and monitor its operation. 



Setting Up A Console 



First-time configuration must be carried out through a "console," that is, either (a) a VTlOO-type serial data terminal, or 
(b) a computer running communications software set toemulatea VT100. Theconsole must be connected to the 
Diagnostics port. This is an RS-232 port with a 9-socket D-shell connector and DC E-type wiring. Maketheconnection as 
follows: 

1. Obtain suitablecablingfortheconnection. 

You can use either (a) a "null-modem" RS-232 cableor (b) an ordinary RS-232 cable and a null-modem adapter. One end 
of the cable (or cable/adapter combination) must have a 9-pin D-shell connector suitablefor the Diagnostics port; the 
other end must have a connector suitablefor the console's serial communications port. 

2. Power down the devices, attach thecable(or cable/adapter combination) tothecorrect ports, and restore power. 

3. Settheconsoletousethefollowingcommunication parameters for your terminal: 

♦ 9600 baud 

♦ No parity checking (sometimes referred to as "no parity") 

♦ 8 data bits (sometimes called a "word length" of 8 bits) 

♦ 1 stop bit (sometimes referred to as a 1-bit stop interval) 

♦ VT-100/ANSI compatible 

♦ Arrow keys enabled 



Atypical consoleconnection is illustrated below: 
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Dlink 



Figure 6-1 . Example of a console connection 



Connecting to the Switch Using Telnet 



Once you have set an IP address fa your Switch, you can usea Telnet program (in a VT-lOOcompatibleterminal mode) to 
access and control the Switch. Most of the screens are identical, whether accessed from the console port or from a Telnet 
interface. You can also use a Web-based browser to manage the Switch. Seethe next chapter, "Web-Based Network 
M a nagement, " for further i nformation. 



Console Usage Conventions 



The console i nterface makes use of the fol lowi ng conventions: 

L Items in <angle brackets>can betoggledon or off using the space bar. 

Z Itemsin /"square brackets; can bechanged by typing in a new value You can use the backspace and delete keys to 
erase characters behind and in front of the cursor. 

3. The up and down arrow keys, the left and right arrow keys, theTab key and the Backspace key, can be used to move 
between selected items. It is recommended that you use the tab key and backspace key for moving around the 
console. 

4. Itemsin UPPERCASE are commands. Moving the selection to a command and pressing <Enter> will execute that 
command, eg., SAVE or EXIT. 

Please note that the command APPLY only applies fa the current session. Use Save Changes from the main menu fa 
permanent changes. An asterisk '*" indicates a change has been made but wait take effect until the Switch has been 
rebooted. 



First Time Connecting To The Switch 



The Switch supports usa-based security that can allow you to prevent unauthaized usas fran accessing the Switch a 
changing its settings. This sectioi tells how to log atothe Switch. 

Note: The passwads used to access the Switch are case sensitive; therefae, "S" is na the same as "s." 

When you first connect tothe Switch, you will be presented with the first login screen (shown below). Press Ctrl 4R (hold 
down the Ctrl key, press the R key, and release both keys) to call up the screen, if the initial login screen does na 
appear. AlsoCtrl4R can be used at any time to refresh the screen. 
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DES-36Z4 Stackable Fast Ethernet Switch Console Management 
Copyright (C) 1999-2000 D-Link Corporation 



User name : 
Password: 




******************************************************************************* 



_ 



Message Area: 

Enter the case-sensitive management user name. 



CTRL + R = Refresh 



Figure 6-2. Initial Screen, first time connecting to the Switch 

Note: There is no initial username or password. Leave the username and password fields blank. 

Press <Enter>or <Return>in the username and password fields. You will begiven access to the main menu shown below: 



D-Link Corporation DES-3624 Stackable Switch Local Management 



System Configuratio 



Network Monitoring 

Community Strings and Trap Receivers 

Update Firmware and Configuration Files 

User Accounts Management 

System Utilities 

Factory Reset 

Save Changes 

Restart System 

Logout 



******************************************************************************* 
Message Area: 

Change configuration settings for the switch, ports and modules. 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-3. Main Menu 
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The first user automatically gets Administrator privileges (SeeTablefrl). It is recommended to create at least one 
Administrator-level user for the Switch. 

User Accounts Management 

From the screen above, move the cursor to the User Accounts Management menu and press <Enter>, then the Users 
Accounts Management menu appears. 

L Choose Create/Modify User Accounts from the User Accounts Management menu and the Add/Modify 
User Accounts menu appears. 

Z Enter the new user name, assign an initial password, and then confirm the new password. Determine whether the new 
user should haveAdministrator or Normal User privileges. (Use the space bar to toggle between thetwooptions). 

3. Press APPLY tolettheuser addition takeeffect. 

4. Press <Esoto return to the previous screen or Ctrl+T to go to the root screen. 

5. To see a listing of all user accounts and access levels, press <Esc>. Then choose User Accounts Control Table 
TheUser Accounts Control Tablescreen appears. 

Administrator and Normal User Privileges 

There are two levels of user privileges: Administrator and Normal User. Some menu selections availableto users with 
Administrator privileges may not be avail able to Nor ma I Users. The main menus shown are the menus for the two types 
of users: 

ThefollowingtablesummarizesAdministrator and Normal User privileges: 



Menu 


Administrator 


Normal User 




Privilege 


Configuration 


Yes 


Yes, view only. 


Network Monitoring 


Yes 


Yes, view only. 


Community Strings and Trap Stations 


Yes 


Yes, view only. 


Update Firmware and Configuration 
Files 


Yes 


Yes, view only. 


User Accounts Management 


Create/Modify User Accounts 


Yes 


Yes, view only. 


View/ Delete User Accounts 


Yes 


Yes, view only. 


System Utilities 


Yes 


Yes, (Ping Test); 
view only for the 
rest. 


Factory Reset 


Yes 


No 


Restart System 


Yes 


No 



Table 6-1. Administrator and Normal User Privileges 

After establishing a User Account with Administrator-level privileges, press <E so twice Then choose the Save 
Changes menu (see below). Pressing any key will return to the main menu. You are now ready to operate the Switch. 
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Save Changes 



TheSwitch hastwolevelscf memory normal RAM and non-volatile or NV-RAM. Settings need to bechanged in all screens 
by pressing Ctrl +S. When this is done, the settings will be immediately applied to the switching software in RAM, and 
will immediately take effect. Some settings, though, require you to restart the Switch before they will take effect. 
Restarting the Switch will erase all settings in RAM and reload them from the NV-RAM. Thus, it is necessary to save all 
setti ngs to the N V -RAM before restarti ng the Switch. 

In order to retain any modifications made in the current session, it is necessary to choose Save Changes from the main 
menu. The following screen will appear to i ndicateyour new settings have been processed: 



D-Link Corporation DES-3624 Stackable Switch Local Management 



Saving Settings done. 
Press any key to continue. . ._ 



Figure 6-4. Save Changes screen 

After the setti ngs have been saved to NV-RAM, they will become the default setti ngs for the Switch, and they will be used 
every time it is powered on, reset or rebooted. The only exception to this is a factory reset, which will dear all settings and 
restore them to their initial values listed in Appendix D, which were present when the Switch was purchased. 



Login On The Switch Console By Registered Users 

Tolog in once you have created a registered user, 
L Type i n your username and press <E nter>. 
Z Type i n your password and press <E nter>. 

3. The main menu screen will be displayed based on your Administrator or Normal User access level or privilege. 

Create/Modify User Accounts 

To add or change your user password: 
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L Choose Users Accounts Management from the main menu. The following User Accounts Management 

menu appears: 



User Accounts Management 



Create/Modify User Accounts 



User Accounts Control Table 



******************************************************************************* 



Message Area: 

Create a new account or modify an existing one. 



CTPL+T=Root screen 



Esc=Prev. screen 



CTPL+R = Pefres 



Figure 6-5. User Accounts Management menu 



Z Choose Create/Modify User Accounts. Thefollowing screen appears: 



Add/Modify User Accounts 



User Account Settings 

User name : [Manute ] 

□Id Password : [ ] 

Hew Password : [***** ] 

Confirm Hew Password: [***** ] 

Access Level :< Hormal User > 



******************************************************************************* 



IJ 



Message Area: 
Applies the settings. 



CTPL+T=Poot screen CTPL+S=Apply Settings Esc=Prev. screen CTP.L+P 



Figure 6-6. Add/Modify User Accounts screen 
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3. Type i n your U sername and press <E nter>. 

4. If you are an old user, type in the Old Password and press <Enter>. 

5. Type in the New Password you have chosen, and press <Enter>. Type in the same new password in the following 
field to verify that you have not mistyped it. 

6 Determine whether the new user should have Normal User a Administrator privileges. 

7. Choosethe APPLY command to let the password change take effect. 

This method can also be used by an Ad mi nistrator-level user to change another user's password. 

User Accounts Control Table 

Access to the console whether using the console port or via Telnet, is controlled using a user name and password. U p to 
three of these user names can be defined. The console interface will not let you delete thecurrent logged-in user, however, in 
order to prevent accidentally deleting all of the users with Administrator privilege. 

Onlyuserswith the Administrator privilege can delete users. 

To view a user account: 

Choose User Accounts Control Tablefromthe User Accounts Management menu. The following screen 
appears: 



User Accounts Control Table 



User Accounts: 
User Hame 
Hanute 
admin 



Access Level 

<Admini st r at o r > 
<N/A > 



Delete 
<Ho > 
<Ho > 
<N/A> 

APPLT 



_ 



******************************************************************************* 
Message Area: 

Change the access rights for this account. 



CTRL+T=Eoot screen C T EL + S = App ly Settings Esc=Prev. screen 



Figure 6-7. User Accounts Control Table screen 



Todeleteyour user password: 

L Toggle the Delete field of the user you wish to remove to Yes. 
Z Press APPLY to let the user deletion takeeffect. 
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Setting Up The Switch 



This section will help prepare the Switch user by describing the System Configuration, Update Firmware and 
Configuration Files, Save Changes, and System Utilities menus and their respective sub-menus. 



System Configuration 



Choose System Configuration to access the first item of the Switch's main menu.Thefollowing menu appears: 



System Configuration. 



Configure IP Address 



Configure Switch Stack 

Configure Ports 

Configure Trunk Groups 

Configure Port Mirroring 

Configure Spanning Tree Protocol 

Configure Filtering and Forwarding Table 

Configure IGHP 

Configure VLANs 4 MAC-based Broadcast Domains 
Configure Console 



******************************************************************************* 
Message Area: 

Configures system IP address , subnet mask and default gateway. 



CTEL+T=Poot screen 



Esc=Prev. screen 



CTRL+P = Pefres 



Figure 6-8. System Configuration menu 



You will need to change some settings to allow you to be able to manage the Switch from an SNMP-based Network 
Management System such as SN M P vl or to be able to access the Switch using the Telnet protocol. Seethe next chapter for 
Web-based network management information. 



Configure IP Address 

The Switch needs to have a TCP/IP address assigned to it so that an in-band network management system or Telnet client 
can find it on the network. The IP Address Configuration screen allows you tochangethesettingsfathetwodifferent 
interfaces used on the Switch: the Ethernet i nterface used for in-band communication, and theSLI P interface used over the 
console port for out-of-band communication. 

Choose Configure IP Address to access the first item on the System Configuration menu. The following screen 
appears: 
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IP Address Configuration. 



Management Module MAC address : 00-SO-BA-OA-CA-FD 



Current Settings 
Get IP from: 
IP Address: 
Subnet Mask : 



Manual 

10. 36. E6. 114 

ZSS. 0. 0. 0 



Default Gateway: 0.0.0.0 

Restart Settings 
Get IP from: 

IP Address: [10.36.56.114 

Subnet Mask: [255.0.0.0 

Default Gateway: [0.0.0.0 
APPLY 



******************************************************************************* 



Message Area: 

Acquire IP settings from User, E00TP or DHCP. 



CTRL+T=Root screen C T RL + S = App ly Settings Esc=Prev. 



CTRL+E = Pefres 



Figure 6-9. IP Address Configuration screen 



The fields listed under the Current Settings heading are those that are presently being used by the Switch. Those fields 
listed under theRestart Settings heading will be used after the Switch has been reset. Fields that can beset include: 

♦ Get IP from Determines whether the Switch should get its IP Address settings from the user (Manual), a 
BOOTP server, or a DHCP server. If Manual is chosen, the Switch will use the IP Address, Subnet Mask and 
Default Gateway settings defined in this screen upon being rebooted. If BOOTP is chosen, the Switch will send out 
a BOOTP broadcast request when it is powered up. The BOOTP protocol allows I P addresses, network masks, and 
default gateways to be assigned by a central BOOTP server. If this option is set, the Switch will first look for a 
BOOTP server to provide it with this information before using the supplied settings. If DHCP is chosen, a Dynamic 
Host Configuration Protocol request will be sent when theSwitch is pcwered up. 

♦ IP Address Determines the IP address used bytheSwitch fa receiving SN MP and Telnet communications. These 
fields should be of the form xxx.xxx.xxx.xxx, where each xxx is a number (represented in dedmal) between 0 and 
255. This address should bea unique address on a network assigned to you by the central I nternet authorities. The 
samel P address is shared by both theSLI P and Ethernet network interfaces. 

♦ Subnet Mask Bitmask that determines the extent of the subnet that the Switch is on. Should be of the form 
xxx.xxx.xxx.xxx, where each xxx is a number (represented in dedmal) between Oand 255. If nosubnetting is being 
done, the value should be 255.0.0.0 for a Class A network, 255.255.0.0 for a Class B network, and 255.255.255.0 for 
a Class C network. 

♦ Default Gateway IP address that determines where frames with a destination outside the current subnet 
should be sent. This is usually the address of a router or a host acting as an IP gateway. If your network is not part 
of an internetwork, or you do not want the Switch to be accessibleoutside your local network, you can leave this field 
blank. 



Configure Console 

You can use the Console Options screen to choose whether to use the Switch's RS-232C serial port for console 
management or for out-of-band TCP/I P communications using SLI P, and to set the bit rate used for SLI P communications. 
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Nate that the DES-3624i/DES-3624iF/DES-3624iFM has an RS-232C serial port but the DES-3624/DES-3624F/DES- 
3624FM does not. 

Choose Configure Console to access the last item on the System Configuration menu. The following screen 
appears: 



Console Options 



Out -of -band Settings 
Baud Rate: 9600 
Data Bits: 8 
Stop Bit: 1 



Console Settings 

Baud Rate: 9600 

Data Bits: 8 

Stop Bit: 1 



Current Settings 

Console Timeout: Never 
Serial Port: Console 



Settings on Restart 

Console Timeout : <3^2iiiH> 
Serial Port: <Console> 



APPLY 



******************************************************************************* 



iHessage Area: 
Sets the console timeout interval. 



CTRL+T=Root screen C T RL + S = App ly Settings Esc=Prev. screen CTRL+R = Refres: 



Figure 6-10. Console Options screen 



The foil owing fields can beset: 
Settings on Restart: 

♦ Console Timeout This setting for the restart of the console is 2 mins, 5 mins, 10 mins, 15 mins, a Never. 

♦ Serial Port Determines whether theserial port should beused for out -of-band (SLIP) management or for console 
management, starting from the rext time the Switch is restarted. I n this field, you can toggle between SLI P or 
Con sol e port type setti ngs. 

♦ Baud Rate Determines the serial port bit rate that will be used the next time the Switch is restarted. Applies 
only when theserial pat is being used for out -of-band (SLIP) management; it does not apply when the port is used 
for the console port. Avail able speeds are: 2400, 9600, 19200 and 38400 bits per second. The default setting in this 
Switch version is 9600. 



The top of the screen displays the current setti ngs for ConsoleTimeout and Serial Port as well as the Baud Rate, Data 
Bits, and Stop Bit for Out of Band and Console setti ngs, respectively. 



Configure Switch Stack 

The Switch Stack Configuration screen shows various pieces of information about your Switch, and allows you to set 
the System Name, System Location, and System Contact. These settings can be retrieved from the Switch using SNMP 
requests, allowi ng these setti ngs to be used for network management purposes. 
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Choose Configure Switch Stack to acoass the second item on the System Configuration menu. The following 
screen appears: 





Switch Stack Configuration 



Device Type: D-Link Corporation DES-3624 Stackable Switch 

MAC Address: 00-80-C8-36-24-44 

Boot PROM Version: V2.00-B02 

Firmware Version: V2.00-B13 

System Heme: [DES-3624 ] 

System Location: [Hyson Building, 7th Floor ] 

System Contact: [CT Snow, x6556 ] 



Information of Individual Switch Unit 
ADVANCE SETTINGS 



**************************************************** 



11 changes have been applied 



Message Area: [ 
Applies the settings 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen CTRL+R 



Figure 6-11. Switch Stack Configuration screen 



Thefields you can set are: 

♦ System Name Corresponds to the SN M P MIB II variable system. sysName, and is used togivea nameto 
the Switch for administrative purposes. The Switch's fully qualified domain name is often used, provided a name 
has been assigned. 

♦ System Location Corresponds to the SNMP MIB II variable system. sysLocat ion, and is used to 
i ndi cate the physi cal I ocati on of the Switch for admi n istrati ve pu rposes. 

♦ System Contact Corresponds totheSNMP MIB II variable sysContact, and is used to give the name and 
contact i nformation for the person responsi blefor admi nisteri ng the Switch. 

Information of Individual Switch Unit 

This screen allows you to view information for each Switch in your stack, induding the Module Type, and Hardware 
Version. Press Information of Individual Switch Unit on the Switch Stack Configuration screen to access the 
Information of Individual Switch Unit screen: 
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Information of Individual Switch Unit 



Switch : 

Ho dul e 

Mainboar d 
Slot-1 
Slot-2 
Slot-3 



Type 

20-Port 10/100H TX Type Present 
2-Port 10/100M TX Type Present 
N/A 
N/A 



Hardware Version 

Rev. 03 
Rev. 01 
N/A 
N/A 



******************************************************************************* 



_ 



Message Area: 

Selects the desired switch in the stack 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-12. Information of Individual Switch Unit screen 



Use the space bar to select the desired Switch in your stack. 
Advance Settings 

The Configure Advanced Switch Stack Features screen allows you to set an expiration time for MAC address 
entries and enable or disable auto-partitioning on all pats. Press ADVANCE SETTINGS on the Switch Stack 
Configuration screen to access the Configure Advanced Switch Stack Features screen: 
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Configure Advanced Switch Stack Features 



Auto-Partition Capability on All Ports: 
Head of Line (HOL) Blocking Prevention: 



-^Enabled > 



APPLY 



******************************************************************************* 



Message Area: 

Allows ports to be auto -partitioned by the switch. 




1 



Figure 6-13. Configure Advanced Switch Stack Features screen 



Thefields you can set are: 

♦ Auto-Partition Capability on All Ports When this function isenabled, if toomanyconsecutivecdlisiasrccur 
on an individual port, the port will be blocked off until a good packet is seen on the wire. If a port is partitioned, the 
Switch can only transmit data, not receive it. 

♦ Head Of Line (HOL) Blocking Prevention Enables or disables Head-Of-Line Blocking Prevention. Head-of 
Line blocking occurs when a packet originating on Port 1, for instance, needs to be forwarded to Pats 2 and 3. If Port 2 
is occupied (causing the packet to be held in memory until the port is free), the packet destined for Port 3 will also be 
delayed, even though the port may be free. Cumulatively, thesedelays can have a noticeable effect on overall network 
performance. Enabling HOL Blocking Prevention prevents Head-of-Line blocking from occurring, meaning that the 
packet desti ned for Port 3 gets del ivered i mmediately. 

Configure Port 

The pat configuration screen allows you to change the port state in the case when you would like to partition a port due to 
excessive collision, a fa observation, device repair, a security reasons. Great cautia, however, must be observed when 
partitioning a port; you should make sure that the partitioned pat is na being used as the pat to control a maita the 
caiditia of aher devices. 
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Switch: 


Blaster g 








Module : 


<Mainboard> 


Hote 


: 1. Rising action threshold must be 




Port (0 = all, 1-20) : 


[1 ] 




larger than Falling action 




Port Type: 


10/100M TX 


Type 


threshold. 










2. The range of threshold must be 




State : 


<Enabled > 




1 - 1488000. 




Speed/Duplex: 


<Auto > 








Flow Ctrl: 


<0n > 








Priority: 


^Normal > 








Port Lock: 


<Disabled> 








Broadcast Storm 










Rising Action: 


<Do Nothing 


> 






Threshold: 


[£□□ ] 








Falling Action: 


<Do Nothing 








Threshold: 


[2S0 ] 


APPLY 




STP Port State: 


Forwarding 








Link Status: 










******************************************************************************* 




Message Area: 










Selects the desired 


switch in the 


stack . 






|CTRL+T=Root screen 


CTRL+S=Apply 


Settings 


Esc=Prev. screen CTRL+R = RefreshH 





Figure 6-14. Port Configuration screen 



I tare i n the above wi ndow are defi ned as fd I ows: 

♦ Switch Specifies the Switch where the port is being configured. 

♦ Module Spedfiesthemodulewherethepatisbeingconfigured. 

♦ Port Spedfies the port that will beconfigured. 

♦ Port Type Specifies the speed and Gabletypeofthesdected port. 

♦ State EnablesaDisablestheport.Thisamountstoturningtheportonoroff. 

♦ Speed/Duplex Selects the desired Speed and Duplex settings for the port. Possibilities indude: Auto, 
lOOM/Full, lOOM/Half, 10M/ Full, or lOM/Half. If a Gigabit module is being used, lOOOM/Full will be 
displayed in this fidd. Choosing Auto enables NWay auto-configuration on the port. 

♦ Flow Ctrl Toggles flow contrd On a Off. It is useful during periods of heavy network activity when the Switch's 
buffers can receive too much traffic and fill up faster than the Switch can forward the information. In such cases, the 
Switch will intervene and tell thetransmitting device to pause toallow the information in the pat buffer to be sent. 
Confirm that Flow Contrd is in force by checking the Status fidd. 

♦ Priority Sdects Normal, H igh or Low. The Switch has two packet queues where incoming packets wait to be 
processed for forwarding; a high priority and low priority queue The high priority queue should only be used fa data 
in which latency can have adverse affects on the function of an applicatia, such as video a audio data, where 
latency can produce distorted sounds and images. Packets in the low priaity queue will nd be prrcessed unless the 
High priaity queue is empty. Setting the pat priaity to High will ddiver all packets arriving at the pat to the 
high priaity queue, a Low setting will send them all tothelow priaity queue. TheNormal setting causes the pat 
to examine the packet fa an IEEE 802.1p/q priaity tag. If no tag exists, the packet will be sent to the low priaity 
queue. If the priaity tag fidd in the packet header catains a value d 0-3, the packet will be placed in the low 
pri aity queue; a val ue d 4-7 causes the packet to be pi aced i n the hi gh pri aity queue. 
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♦ Port Lock When Enabled, automatic learning for all stations connected to this port will stop and entries in the 
F awarding Table for all devices residing on this port will age out. The only traffic this port will allow is traffic from 
machines whose MAC address is manual I y entered i n the Static Forwardi ng Table. 

♦ Broadcast Storm Rising Action This setting will be activated when a Broadcast Storm Rising Threshold is 
met. When triggered, the port can be configured to Do Nothing, Block, a Block & Trap. The Do Nothing setting 
causes the switch to operate normally, in other wads, ignae the broadcast stam condition. The Block setting 
causes the pat to drop all broadcast frames, thus isolating the broadcast stam. Block& Trap perfams the same 
actia as Block, except it also sends a trap to the designated Trap Redpient infamingthem of thesituatia. Fa 
mae infamatia a broadcast stams, please refa to the previous chapta. 

♦ Broadcast Storm Rising Action Threshold This setting defines a ceiling fa the number of broadcast 
packets per second a this port. Once met, the Broadcast Storm Rising Action (above) will be triggered. The 
assigned number should be high enough to allow namal broadcast packets (which comprise significant traffic) to be 
let through, while being low enough so that broadcast stams can be detected early. The Rising Threshold can be 
from 1 to 1488000, with 500 the default. 

♦ Broadcast Storm Falling Action This setting will be activated when theBroadcast Stam Rising Threshold 
and then theBroadcast Stam Falling Threshold are each met. This setting can be cafigured to Do Nothing, 
Forward, a Forward & Trap. The Do Nothing setting causes the switch to operate namal ly, that is, toignae 
thesituatia. If the pat had met the Broadcast Storm Rising Action criteria and started Blaking broadcast 
packets, it will catinue doing so. The Forwarding setting causes the port to begin fawarding broadcast frames, 
thus removing the Blaking state imposed by the Broadcast Storm Rising Action. Forward & Trap perfams 
the same actia as Forward, except it also sends a trap to the designated Trap Recipient infamingthem of the 
situatia. 

♦ Broadcast Storm Falling Action Threshold This setting defines the number of broadcast packets per 
secad a this port which will trigger the Broadcast Storm Falling Action (above). This threshold will alytrigger 
an actia if the Broadcast Storm Rising Threshold has first been reached. Theassigned number should be high 
enough toallow namal broadcast packets (which comprise significant traffic) to be let through as early as possible, 
while being low enough so that broadcast stams are completely eliminated. The Falling Threshold can be from 1 to 
1488000, with 250 the default. 

Press CTRL+S to let the changes take effect. If you wish these changes to be the default fa the switch, return to the 
main menu and chooseSave Changes. 

STP Port State (whether the Spanning Tree Praocol is enabled or disabled a this pat) and Link Status reflect the 
current oonditias of the port. They are read-aly fields and cannrt be changed. 

Configure Trunk Groups 

Ports a the Switch can be grouped together in a single logical pat called a trunk. This is discussed in detail in the Port 
Trunking sectia of the "Switch Management Concepts" chapter of this manual. 

To set up a trunk group, choose Configure Trunk Groups a the System Configuration menu. The following 
screen appears: 
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Port Trunk 

Switch: <Master > 



Truiik Anchor 

1 IS ] 

2 [13] 

3 <I > 



Name 
[Sales 
[ 
[ 



Port-Range 
£-12 
13-ZO 
I-II 



Members 
[VW--W-] 
[ ] 

I, II 



State 
^Enabled > 
<Disabled> APPLY 
<Disabled> APPLY 



******************************************************************************* 



_ 



Message Area: 
Applies the settings. 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. 



Figure 6-15. Port Trunk screen 



Thefields you can set are: 

♦ Anchor Thereareeithertwoorthreelistingsrepresentingtheancha port for each of the three trunk groups 
availableon the Switch (the third listing will only be displayed if an optional two-port plug-in module is being used). 
The anchor port must fall within the port range and be induded as a member port. 

♦ Name Enter thedesired group name. I ntheexample pictured abovethefirst trunk group designates a trunk group 
named Sales. 

♦ Members Select between 2 to 8 ports in thefirst twoentries for this field. The number of ports defined herestart 
fromtheanchor pat. Thus, in the example pictured above containing 5 ports in thefirst trunk, the ports in thetrunk 
groupwill includeports (anchor), 5, 6,7, 10, and 11. The third entry (used for 2-port front-panel modules) hasa 
permanent setti ng of 2 ports. 

♦ State Enabled, Disabled orClear. Becareful when dearingtrunkgroupsastheconnectionswill return to normal 
operation and may cause signal loops. 

Port Range is a read-only field which lists the possible ports in a selected trunk. 

Press APPLY toletthechangestakeeffect. 



Configure Port Mirroring 

The Switch allows you to copy frames transmitted and received on a port and redirect the copies to another port. You can 
attach a monitoring device to the mirrored port, such as a sniffer or an RMON probe to view details about the packets 
passing through thefirst port. This is useful for network monitoring and troubleshooting purposes. 

Choose Configure Port Mirroring ontheSystem Configuration menu to access the foil owing screen: 
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Port Hirroring Configuration 



This feature allows you to copy all traffic on source port to destination 
port for network monitoring and troubleshooting. 



Source : 
Switch: 
Ho dul e : 
Port : 

Port Type: 
Destination: 
Switch: 
Ho dul e : 
Port : 

Port Type: 
Status : 



<Hainboard> 
[1 ] 

10/100H TX Type 

<Haster > 
<Hainboar d> 
[2 ] 

10/100H TX Type 
<Disabled> 



APPLY 

******************************************************************************* 
Message Area: 

Selects the desired switch in the stack. 



CTRL+T=Root screen C T PL + S = App ly Settings Esc=Prev. screen CTRL+R = Refres 



- 



Figure 6-16. Port Mirroring Configuration screen 



To configure a mi rror port, select the Switch, Module, and Port from where you want to copy frames i n the Source fields. 
Then select the Switch, Module, and Pat which receive the copies from the source port in the Destination fields. The 
destination (a target) port is where you will connect a monitaing/troubleshooting device such as a sniffer or an RMON 
probe. 

Note: You cannot mirror a fast port onto a slower port. Fa example if you try tomirra the traffic fran a 100 M bps pot 
aito a 10 M bps pat, this can cause throughput problems. The port you are copying frames from should always 
suppat an equal a lower speed than the pat to which you are sending the copies. Also, the target pat cannrt be a 
member of a trunk group. 



Configure Spanning Tree Protocol 

The Spanning Tree Algaithm Parameters can be used fa creating alternative paths in your netwak. The Protocol 
Parametas allow you to change the behind the scene parameters of the Spanning Tree Algaithm at the bridge level. The 
parameters fa this section have been fully explained in the previous chapta. It is recommended that you read this, as well 
as the introductay sectia in the same chapter entitled Spanning Tree Algorithm, befae changing any of the 
parameters. 

STP Parameter Settings 

To change the Prdrcol Parameters: 

L Choose Configure Spanning Tree Protocol from the System Configuration menu. The following 
Configure Spanning Tree Protocol menu will be displayed: 
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|STP Switch Settings! 



STP Port Settings 



******************************************************************************* 
Message Area: 

Configures the Spanning Tree Protocol for the switch. 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-17. Configure Spanning Tree Protocol menu 



Z ChooseSTP Parameter Settingtoacoassthefdlowingscreen: 





Spanning Tree Protocol 






Time Since Topology Change 


( sec . 


) : 0 sees 


Topology Change Count 




: 0 


Designated Root 




: 00-00-00-00-00-00 


Root Cost 




: 0 


Root port 




: 0 


Han Age ( sec . ) 




: 0 


Forward Delay (sec.) 




: 0 


Hold Time (sec. ) 




: 1 


Root Priority 




: 0 


; Han Age (6-40 sec.) 




: [20 ] 


i Hello Time (1-10 sec.) 




: [Z ] 


| Forward Delay (4-30 sec. ) 




: [IS ] 


Bridge Priority (0-6S535) 




: [327S8] APPLY 


iThe above values must conform to 


: 2* (Hello Time + 1) <= Max Age <= 2* (Delay-1 )■ 


******************************************************************************* 


Message Area: 






Enables or disables Spanning 


Tree 


Protocol on the switch. 


l|CTRL+T=Root screen C T RL + S = App ly 


Settincfs Esc = Prev. screen CTRL + R = RefreshH 





Figure 6-18. STP Parameter Setting screen 



3. Change the Disabled setting to Enabled in the Spanning Tree Protocol field. 
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4. EntertheBridgeMaxAgeintheMaxAge(6-40sec.) field. 
5 E titer the B ridge H el loTi me in the HelloTi me (1-10 sec.) field. 

6. E nter the Bridge F award Delay time in the Forward Delay (4-30 sec.) field. 

7. E nter the B ridge Priority in the B ri dge P ri ori ty (0- 65535) f iel d. 
The i nformation on the screen is described as fol lows: 

♦ Spanning Tree Protocol Select Enabled toimplementtheSpanningTreeProtocd. 

♦ Time Since Topology Change (sec.) Read-only object displays the last timechanges were made to the 
network topology. These changes usually occur when backup paths are activated due to primary path failures. 

♦ Topology Change Count Read-only object displays the number of times (si nee the current management 
session with the device was started) changes were made to the network topology. Changes usually occur on the 
network when backup paths areactivated. 

♦ Designated Root Read-onlyobjectdisplaystheMAC (Ethernet) address of the bridge/switch on the network 
that has been chosen astheSTP root. 

♦ Root Cost Read-only object displays thecost for the path between the switch andthercot bridge If theswitch 
is the root bridge, then the root cost is zero. 

♦ Root port Read-onlyobjectidentifiestherxrt(onthebridge)thatofferstheleastpathcostfromthebridgeto 
the root bridge In the event of a network loop, data packets will pass through the root port. 

♦ Max Age (sec.) Read-only object indicatesthemaximumageof STP informati on I earned from the network (on 
any port) before it is discarded. 

♦ Forward Delay (sec.) Read-onlyobjectindirateshowfastanypatonthebridgecanchangeitsspanning 
state when moving towards the forwarding state. The value determines how long the port stays in each of the 
listening and learning states, which precede the forwarding state. 

♦ Hold Time (sec.) Read-only object displays the time interval during which no more than two configuration BPDUs 
shall be transmitted by the bridge. 

♦ Root Priority Read-only object displays the priority number oftheroot bridgeof the Spanning Tree The 
value is used in conjunction with the bridge MAC address to set the bridge ID, which in turn is used when 
determining the root bridgeof a multi bridged network. The root bridgeis responsible for processing data packets 
when network loops occur. Thesmal ler the number set, the higher the bridge priority is. The higher the bridge 
priority, the more chance the bridge has of becoming the root bridge. A bridge priority ranges from 0 to 65535, 
with 0 being thehighest priority. 

♦ Max Age (6-40 sec.) Maximum Age is a read-writeobject that can be set from 6 to 40 seconds. At the end of 
the Maximum Age, if a BPDU has still not been received from the Root ridge, your Switch will start sending its 
own BPDU to all other switches for permission to becomethe Root Bridge. If it turns out that your Switch has the 
lowest Bridge Identifier, it will become theRoot Bridge. 

♦ Hello Time (1-10 sec.) HelloTi me is a read-writeobject that can be set from 1 to 10 seconds. This is the 
interval between two transmissions of BPDU packets sent by theRoot Bridge to tell all other switches that it is 
indeed the Root Bridge. If you set a HelloTime for your Switch, and it is not the Root Bridge, the set HelloTi me 
will be used if and when your Switch becomes the Root Bridge 

♦ Forward Delay (4-30 sec.) The Forward Delay is a read-writeobject that can be set from 4 to 30 seconds. 
This isthetimeany port on the Switch spends in the listening state while moving from the blocking state to the 
forwarding state. 
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♦ Bridge Priority (0-65535) A Bridge Priority is a read-write object that can be set from 0 to 65535. This is 
the priority number of the bridge The value is used in conjunction with the bridge MAC address to set the bridge 
ID, which in turn is used when determining the root bridge of a multi bridged network. The root bridge is 
responsible for processing data packets when network loops occur. The smaller the number set, the higher the 
bridge priority is. The higher the bridge priority, the more chance the bridge has of becomi ng the root bridge. Zero 
is the highest priority. 



STP Custom Settings 

Tochangethe parameters on individual ports: 

L Choose Configure Spanning Tree Protocol from the System Configuration menu. 

Z Choose STP Port Settings from the Configure Spanning Tree Protocol menu. The following screen 
appears: 



STP Port Settings 
Switch: <^ 



Port 


STP Status 


Cost 


Priority 


Port 


STP Status 


Cost 


Priority 


1 


<Enabled 


> 


19 


[128 ] 


13 


< Enabled 


> 


19 


[123 ] 


2 


<Enabled 


> 


19 


[123 ] 


14 


^Enabled 


> 


19 


[128 ] 


3 


<Enabled 


> 


19 


[128 ] 


IS 


<Enabled 


> 


19 


[128 ] 


4 


^Enabled 


> 


19 


[123 ] 


IS 


< Enabled 


> 


19 


[128 ] 


5 


<Enabled 


> 


14 


[128 ] 


17 


< Enabled 


> 


19 


[123 ] 


6 


Enabled 




14 


128 


18 


< Enabled 




19 


[128 ] 


7 


Enabled 




14 


128 


19 


<Enabled 


> 


19 


[128 ] 


8 


^Enabled 


> 


19 


[123 ] 


20 


< Enabled 


> 


19 


[128 ] 


9 


^Enabled 


> 


19 


[123 ] 


I 


< Enabled 


> 


19 


[123 ] 


10 


Enabled 




14 


128 


II 


< Enabled 




19 


[128 ] 


11 


Enabled 




14 


128 












1Z 


^Enabled 


> 


19 


[123 ] 













APPLY 



******************************************************************************* 



Message Area: 

Selects the desired switch in the stack. 



CTP,L+T=Eoot screen C T RL + £ = App ly Settings Esc=Prev. screen CTPL+R 



Figure 6-19. STP Port Settings screen 



I terns i n the above wi ndow are descri bed as fol lows: 

♦ STP Status Sets the Spanning Tree Protocol on a particular porttoEnabled or Disabled. 

♦ Cost Defines the cost for the connection. 

♦ Priority Port Priority is a read-writeobject that can beset from 0 to 255. This is the priority number of the 
port. The higher the port priority, the more chance the bri dge has of becomi ng the root port. Zero is the highest 
priority. 

Note: If a port is a member of a trunk group but is not the anchor, the items shown in the above table will be read- 
only and the values will be the same as those for the anchor port. 
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Configure Filtering and Forwarding Table 

Whan a packet hits the Switch, it looks in the filtering and forwarding tables to decide what to do with the packet; either to 
filter it off the network, or to forward it through the port on which its destination lies. 

Dynamic Filtering and Static Filtering are among the two important features of the Custom Filtering Table. They are 
defined here briefly as follows. Dynamic Filtering is defined when a dynamic entry is created by the Learning Process as 
a result of observation of network traffic in the Filtering Database. Static Filtering is defined as static entries that may 
be added and removed from the Filtering Database by the user. They are rot automatically removed by any timeout 
mechanism. 

The Configure Filtering and Forwarding Tablescreen allows you to stop or start address learning, change the 
way the Switch treats MAC address table entries, and select an age-out time of the M AC address i n the selected address 
table. This screen also permits you to access three additional configuration screens from the menu at the bottom of the 
window. 

Choose Configure Filtering and Forwarding Table from the System Configuration menu to access the 
following screen: 



Configure Filtering and Forwarding Table 



Lock Address Table: 

Address Table Lookup Mode:<Level 1> 
MAC Address Age Time: [300 ] (sec.) 

APPLY 

Configure Static Forwarding Table 
Configure MAC Address Filtering 
Configure Static Multicast Filtering 



(*) Denotes changes will be applied on the nejtt switch reboot. 



******************************************************************************* 
Message Area: 

Starts or stops address learing. 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen 



Figure 6-20. Configure Filtering and Forwarding Table screen 



Thefollowi ng fields at the top of thescreen can beset: 

♦ Lock Address Table Mostly used for security purposes, when the forwarding table is locked the Switch will no 
longer learn the MAC addresses for new hosts. If your network configuration doesnt change, locking the forwarding 
table helps keep intruders off your network si nee any packet coming from an unknown source address will be dropped 
by the Switch. 

♦ Address Table Lookup Mode ThissettingallowstheusertotailortheMAC address look up procedure. Choices 
are Level 0, Level X Level 2 Level 3 Level 4 Level 5 Level, 6, Level 7. The higher the level, the more MAC 
addresses can be learned by the Switch. However, a side effect is that throughput will be degraded the higher the level 
you select. This setti ng wi 1 1 takeeffect after your system reboots. 

♦ MAC Address Age Time Enter the desired MAC address age-out time in this field (10 to 9999 seconds). 
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Please refer to the Packet Forwarding section of the "Switch Management Concepts" chapter of this manual for more 
detailed information. 

Configure Static Forwarding Table 

The Static Forwarding Table Configuration screen displays a list of manually defined static unicast MAC 
address entries. 

To access the Static Forwarding Table Configuration screen, choose Configure Filtering and 
Forwarding Table from the System Configuration menu. Then select Configure Static Forwarding 
Table from the bottom of the Configure Filtering and Forwarding Table screen. The following screen 
appears: 



Static Forwarding Table Configuration 


Action: <Add > MAC Address: [ 0013243S4SS7 ] VIE: [1 






Switch: <Master > Ho dul e : <Mainb o ar d> 


Port : 


[1 ] 


Static Forwarding Entries: 1 






MAC Address Switch Module Port VLAN Status 






0013243546S7 Master Mainboard 1 1 In Use 






******************************************************************************* 


Message Area: 






Applies the settings. 








P - 


Previous Page 



Figure 6-21. Static Forwarding Table Configuration screen 



Bymappinga MAC address toa destination port, the switch can permanently forward trafficfor a spedfied device through 
aspedficport, even after long periods of network inactivity or duri ng times of network congestion. 

Thefollowi ng fields at the top of thescreen can beset: 

♦ Action ChooseAdd or Removefor each entry from the table. 

♦ MAC Address Enter a MAC address in this field at thetopof thescreen. This is theMAC address of the device 
that you are creati ng a permanent forwardi ng address for. A total of ten desti nati on addresses per page wi 1 1 be seen 
at the bottom of the screen. The Switch can hdd up to 96 entries. 

♦ VID Enter the desired VLAN ID number. 

♦ Switch, Module and Port The Switch, module, and port number are entered in these fields at the top of the 

screen. The Switch wi 1 1 always forward traffic to the specified device through thi s port. The bottom of the screen wi 1 1 
display each corresponding destination address for thesethree items. 

In the lower part of thescreen, MAC Address, Switch, Module, Port, VLAN, and Status are all read-only fields. The 
status of the static forwarding table entry can be "in use" or "not apply." "Not apply" means that there is a static filter 
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for the same MAC address. Static filters always take precedence ever static forwarding entries. The Switch will 
automatically upgrade theStatus to "in use" once the static filter is removed. 



Configure MAC Address Filtering 

The Static Filtering Table screen contains filtering information configured into the Switch by (local or network) 
management specifying destination addresses which are not allowed to be forwarded. The Switch will check both the 
destination and source MAC addresses on al I packets. 

To access the Static Filtering Table screen, select Configure Filtering and Forwarding Table from the 
System Configuration menu. Then select Configure MAC Address F ilteringfrom the bottom of theConfigure 
Filtering and Forwarding Tablescreen.Thefdlowing screen appears: 



Static Filtering Table 



Action: <Add > MAC Address: 
Total Entries: 1 
Filtering Address List 
005599227733 



[005599227733] VID: [1 ] 

VLAH 
1 



******************************************************************************* 



Message Area: 
I Applies the settings. 
Esc = Previous screen CTPL+R = Refresh 



W - Nejtt Page P - Previous Page 



Figure 6-22. Static Filtering Table screen 



To make a change to this screen, choose Add or Remove in the Action field. Then enter the MAC Address and VID. Press 
APPLY to let the changes take effect. 



Configure Static Multicast Filtering 

M ulticast fi Iteri ng allows you to block or forward traffic over each port fa one multicast group. 

To access the Static Multicast Filtering Table Configuration screen, select Configure Filtering and 
Forwarding Table from the System Configuration menu. Then select Configure Static Multicast Filtering 

from the bottom of theConfigure Filtering and Forwarding Tablescreen. The following screen appears: 
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Static Multicast Filtering Table Configuration 

Action: I^E^I : ^ c Address: [ 000000000000 ] VID: [1 ] 
Switch: 

Mainboard Slot-1 Slot-3 

Master [ ] [ ] [ ] 

APPLY 

Static Multicast Filtering Entries: 4 

MAC Address Switch VLAN 
010010000000 Mainboard Slot-1 Slot-3 1 

Master V V 



******************************************************************************* 
Message Area: 

Add or Remove a multicast group. 

Esc = Previous screen CTRL+P = Refresh H - Next Page P - Previous Page 



Figure 6-23. Static Multicast Filtering Table Configuration screen 



Toadd an entry or makea change toan entry on the Static Multicast Filtering Table Configuation screen, select 
Add or Remove in the first field, enter the multicast MAC address in the next field, enter the VLAN I D number, assign 
the outgoi ng ports by typi ng a V, and then press AP P L Y to put the changes i nto effect. 

Configure IGMP 



Internet Group Management Protocol (IGMP) allows multicasting on your network. When IP Multicast Filtering is 
enabled, the Switch can intelligently forward (rather that broadcast) IGMP queries and reports sent between devices 
connected to the Switch and an I GMP-enabled device hosting IGMP on your network. 

Basically, in these submenus you define whether the Switch can intelligently forward IGMP packets, and you must also 
define which 802.1Q VLAN s (if present) can send and receive IGMP and Multicast packets. 

Toaccessthe IGMP Configuration screen, select Configure IGMP from the System Configuration menu. The 
following screen appears: 
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IGMP Configuration 
Device Settings: 

IP Multicast Filtering Age-out Timer ( 30-9999 ) : fETiTHl (sec.) 
IP Multicast Filtering (IGMP Snooping) : <Disabled> 

APPLY 

Configure I CMP for Individual VLANs: 



Configure 802. 1Q IG-MP 



******************************************************************************* 
Message Area: 

Enter an Age-out time (30-9999). 



CTRL+T=Poot screen C T PL + S = App ly Settings Esc=Prev. screen CTPL+P = Pefres 



Figure 6-24. IGMP Configuration screen 



I terns i n the above wi ndow are def i ned as fol I ows: 



♦ IP Multicast Filtering Age-out Timer (303999) When this timer expires and the Switch has not observed 
(snooped) any IGMP query packets asking whether any stations belong to any Multicast groups, the Switch itself will 
send out queries and become the I GM P host on your network. 

♦ IP Multicast Filtering (IGMP Snooping) This enables or disables the Switch to intelligently forward IGMP 
and Multicast packets instead of broadcasting (flooding) them on all ports. This setting also enables IGMP Snooping, 
which enables the Switch to read IGMP packets being forwarded through the Switch in order to obtain forwarding 
information from them (learn which ports contain Multicast members). 



The bottom of this screen contains a command fa VLAN settings that leads to the IEEE 802.1Q IGMP 
Configuration menu. H i gh I ight Configure 802. 1Q IGMP and press <Enter>to access this screen: 
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IEEE 802. 1Q IGHP Configuration 



Configure IGMP Entry 



Message Area: 

Adds /removes IGHP Entries. 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-25. IEEE 802.1 Q IGMP Configuration screen 



Choose Add/Remove I G MP E ntry from the screen above to defi ne up to 12 VL AN s on the Switch which can send and 
receive IGMP packets: 



Add/ Remove IGHP Entry 

Action: ^^1" VID:[1 ] APPLY 
IGHP Entry VID Current Status 

1 Disabled 



IGHP Entry VID Current Status 



******************************************************************************* 



Hess age Area: 

Add or Remove an IGHP Entry. 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen CTRL+R 



Figure 6-26. Add/Remove IGMP Entry screen 
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The above screen is used to specify an agent to i nterface between I GM P and VLAN . The agents are assigned to a VLAN 
and allow IGMP query and report packets to be present on the given VLAN. Only 12 agents can exist on the switch at any 
onetime. 

I terns i n the above screen are descri bed bel ow: 

♦ Action Adds/Removes an entry (agent) from the table. 

♦ VI D The VLAN number that you wish tocreatean agent for. 
P ress AP P L Y to add the agent to the tabl e. 

Go back to the IEEE 802.1Q IGMP Configuration menu and choose Configure IGMP Entry in order to 

activate/deactivate the agents and configure settings for them. The following IEEE 802. 1Q IGMP Configuration 

screen appears: 



IEEE 80Z.1Q IGMP Configuration 



VLAN ID Age -out Time IGMP Status VLAN ID Age -out Time IGMP Status 

1 [300 ] <Disabled> 



******************************************************************************* 
Message Area: 
Applies the settings. 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen CTRL+P = Pefres 



Figure 6-27. IEEE 802.1 Q IGMP Configuration screen 

This al lows you to enable or disable these agents and set agi ng ti mers for them. 
Items in the above screen are defined as follows: 

♦ VLAN ID This is the VI D number for the VLAN that has an agent attached to it which enables IGMP packets to be 
sent and received. 

♦ Age-out Ti mer I f no I GM P query packet has arrived at the Switch before this ti mer has expi red, the Switch wi 1 1 
become the I GM P host for this VLAN . 

♦ IGMP Status Activates or deactivates theagent on this VLAN. 



Configure VLANs & MAC-based Broadcast Domains 

The VLAN Configuration menu displays thestatus of thecurrent VLAN mode and allows a user to restart the Switch 
in IEEE 802.1Q VLANs, Port-based, or MAC-based Broadcast Domains mode, or not to use a selection by choosing 
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NON E. Please note that the Switch can only support one mode at any given time Also, each time the mode is changed, the 
Switch must be rebooted beforethe new mode is activated. 

If you have selected MAC-based Broadcast Domains and then rebooted the Switch, Configure MAC -based 
Broadcast Domains will appear at the bottom of the VLAN Configuration screen (System Configuration -> 
Configure VLANs & MAC-based Broadcast Domains): 



VLAU C on f i gur at i on 



Current VLAIJ Mode: MAC-based Broadcast Domains 
Restart VLAH Mode : <MAC -based Broadcast Domains > 
APPLY 



Configure MAC-based Broadcast Domains 



*************************************************** 



I 



Message Area: 

Configures MAC-based Broadcast Domains. 



CTRL+T=Root screen CTPL+S=Apply Settings Esc=Prev. 



Figure 6-28. VLAN Configuration screen 



The information on thetop of the screen is described as follows: 

♦ Current VLAN Mode Displays what mode if any, is currently enabled on the Switch. 

♦ Restart VLAN Mode Choosefrom four settings for this mode: MAC-based Broadcast Domains, IEEE 802.1Q 
VLANs, Port-based, or NONE. After being restarted, theSwitch will implement the setting you have chosen. 

♦ SNMP Vlan IflEEE 802.1Q VLANs is selected, you must also enter a SNMP VLAN ID number in this field. This 
is a special VLAN that you designate for SNMP management packets. Make sure the Switch pat that the 
management station is connected to has this PVID number and is a static member of this VLAN. 



Configure MAC-based Broadcast Domains 

To create MAC-based broadcast domains, si mplycreatethe broadcast domain itself in the Add/Remove MAC-based 
Broadcast Domains screen, and then enter MAC addresses to the broadcast domain in the Add/Remove MAC- 
based Broadcast Domain Members screen. Afterwards, restart the Switch and the broadcast domain will be 
implemented. 

Please notethat if the mode is set to M AC-based B roadcast Domai ns, then the Port Lock function is not supported in 
the Port Configuration screen and the Lock Address Tablefunction located on the Configure Filtering and 
Forwarding Tablescreen is not available. 

ChooseConfigure MAC-based Broadcast Domains from the bottom of the VLAN Configuration screen above 
to access the MAC -Based Broadcast Domains Configuration menu: 
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MAC -Based Broadcast Domains Configuration 



Ll.l.liJJ..I.UJJ.U^.UUJ.lJJ.U.IJ 5 UJ1B 

Add/ Remove MAC-based Broadcast Domain Members 



******************** ********************* ********** 



Message Area: 

Adds or removes HAC-based Broadcast Domains. 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen CTRL+R = Refres 



Figure 6-29. MAC-Based Broadcast Domains Configuration menu 
ChooseAdd/Remove MAC -based Broadcast Domains to access the foil owing screen: 



Add/Remove HAC-based Broadcast Domains 
Action: <Add > Domain Name: [Shipping ] 
Broadcast Domains Number of Members 

Shipping 0 



Message Area: 

Applies MAC-Based Broadcast Domains Settings 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-30. Add/Remove MAC-based Broadcast Domains screen 




Thefields you can set are: 
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♦ Action Select thedesired action by toggling between Add and Remove. 

♦ Domain Name Enter the name of the broadcast domain. 

Press APPLY to add or remove the designated MAC-based broadcast domain. 

Broadcast Domai ns and N umber of Members reflect the current status. They are read-only fields and cannot be changed. 



Choose Add/Remove MAC-based Broadcast Domain Members from the MAC -Based Broadcast Domains 
C onf i gu rati on men u to access the fol I owi ng screen : 



Add/ Remove MAC-based Broadcast Domain Members 



Select a Broadcast Domain: 



Shipping 



******************************************************************************* 



I Message Area: 
Presses Enter Key to configure a Broadcast Domain. 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-31. Add/Remove MAC-based Broadcast Domain Members screen 



Toconfigurea broadcast domain, highlight thedesired entry on the screen aboveand press <Enter>. The fol I owing 
Add/Remove MAC-based Broadcast Domain Members screen appears: 
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Add/Remove MAC-based Broadcast Domain Members 

Current Broadcast Domain: Shipping 

Action:<Add > MAC Address :[ 009988776655 ] 
Numb e r of memb e r s : 1 



MAC Address Status MAC Address Status 

009988776655 Apply 



******************************************************************************* 
Message Area: 
Applies the settings. 

Esc = Previous screen CTRL+P = Refresh U - HeKt Page P - Previous Page 



Figure 6-32. Add/Remove MAC-based Broadcast Domain Members screen 



Thefields you can set are: 

♦ Action Select the desired action by toggling between Add and Remove. 

♦ MAC Address The MAC address of the broadcast domain member being added or removed. 

Please note that the Status field for the MAC address you have entered may read Not-Apply. Oncethe Switch is restarted 
in MAC-based broadcast domai n mode, the MAC-addresses will be applied, meaning that the broadcast domain isactive. 

Current Broadcast Domain, Number of members, MAC Address (in the lower part of the screen), and Status reflect the 
current conditions. They are read-only fields and cannot be changed. 

Configure Port-based VLANs 

Choose Configure Port-based VLANs on the VLAN Configuration screen (System Configuration -> 
Configure VLANs & MAC-based Broadcast Domains) to access the Port-based VLAN Configuration 

menu pictured below (note that if you havejust changed to this mode you must also reboot the Switch before being able to 
work with port-based VLANs): 
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Port -based VLAN Configuration 
Management Vlan ID: [E^] APPLY 
Configure Port -based VLAN Entry 



******************************************************************************* 
Message Area: 

Enter a VLAN ID number (VID) used for management packets (1-12) 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen 



Figure 6-33. Port-based VLAN Configuration menu 

Thefield you can set is: 

♦ Management Vlan I D E nter a VLAN I D (VI D) from 1 to 12 for use with management packets. 



Select Configure Port-based VLAN Entry at the bottom of the menu above to access thefollowing screen: 
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Port -based VLAN Configuration 

VLAN ID <VID):[[J] VLAN Name :[ D E PAUL T_VL AN ] 

Switch/ Port 

Hainboard 



Slot-1 Slot-3 



1 2 3 4 £ 6 7 S 9 10 11 12 13 14 IS 16 17 18 19 20 21 22 
Master 

VVVVVXXVVXXVVVVVVVVV 



V V 



CLEAR 



APPLY 



Browse Port -based VLANs 

******************************************************************************* 



Message Area: 

Enter a VID (1-24) and hit ENTER 



CTRL+T=Root screen CTPL+S=Apply Settings Esc=Prev. screen CTE.L+R 



Figure 6-34. Port-based VLAN Configuration screen 



Thefields you can set are: 

♦ VLAN ID (VID) Enter a VLAN ID from 1 to 24 and hit <Enter>. This is the VLAN that will be defined on this 
screen. VID 1 is the default VLAN. All ports are designated members of VID 1 when VLAN s are enabled. When a port 
is assigned to another VLAN, it is removed from VLAN 1. If it is ever removed from the other VLAN, it will 
automatically return to being a member of VLAN 1. Thus, all unassigned ports are automatically members of VLAN 1. 

♦ VLAN Name Description of the VLAN. 

♦ Port Assignments To change port VLAN assignments, you must first enter a VLAN ID number in the VLAN ID 
field and press <Enter>. Next, position the cursor over the dash "-" representing the appropriate port number and press 
<spacebar>toselectV for member. Pressing <spacebar> again returns the V back into a '-'.A dash (-) means the port 
is not given VLAN membership for the VID entered above. An 'X' shows that the port belongs to a different VLAN. 

Pressing CLEAR erases all settings for the designated VLAN (VID). 

After designating ports as members of the VLAN, press APPLY to let the changes take effect. 

ChooseBrowse Port-based VLANs from the screen above to view thecurrent Port-based VLAN settings. 
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Browse Port-based VLANs 

VLAN ID (VIE): 1 VLAN Name: D E F AUL T_VL AM 

Switch/Port 

Mainboard 



Slot-1 Slot-3 



1 2 3 4 S 6 7 S 9 10 11 12 13 14 IE 16 17 IS 19 20 21 22 
Master 

VVVVVVVVVVVVVVVVVVVV 



V V 



I******************************************************************************* 
Message Area: 
Esc = Previous screen CTRL+P = Refresh N - NeKt Page P - Previous Page _ 



Figure 6-35. Browse Port-based VLANs screen 



Configure 802. 1Q VLANs 

Toconfigurean 802.1Q VLAN, you must do three things: 

L Decide if you want to enable I ngress Filtering and enable it on the chosen ports. I ngress filtering applied on a port 
causes the port to examine all incoming packets and check whether the port itself is a member of the VLAN. This is 
normally used to keep untagged frames off the Switch, although it can have other uses as well. This setting is 
configurableforeach pat in the I ngress Filtering Check screen. 

Z Define which ports will be active members of the VLAN. A port can transmit packets onto only one VLAN. It can 
receive packets (be a passive member) on many VLANs. Active VLANs are designations defined by assigning Port 
VLAN ID numbers (P VI Ds) in the Default port VLAN assignment screen. 

3. Define the VLAN itself and which ports will be members (able to receive packets from a port that has this PVI D 
number). At this point, you need to designate whether a member port will be a Tagging or Untagging member pat. 
Defining the ports that will be members of a VLAN, and whether they will Tag a Untag packets is done in the802.1Q 
Static VLAN Settings screen. 

Choose Configure 802. 1Q VLANs a the VLAN Configuration screen (System Configuration -> Configure 
VLANs & MAC -based Broadcast Domains) to access the 802.1Q VLAN Configuration menu pictured below 
(note that if you havejust changed to this mode, you must also reboot the Switch befae being able to wak with IEEE 
802.1Q VLANs): 
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80Z.1Q VLAN Configuration 

Management. VI an ID: [E^|] APPLY 

Configure Port Ingress Filter 

Configure Port VLAU ID (PVID) 

Configure Port GVRP Settings 

Configure 80Z.1Q Static VLANs 



I******************************************************************************* 
Message Area: 
Enter a VLAN ID number (VID) used for management packets (1-4094) 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen CTRL+R = Refres 



a 



Figure 6-36. 802.1 Q VLAN Configuration menu 
ChooseConfigurePort Ingress Filter to access the first item on the menu. The following screen appears: 



Ingress Filter 
Switch : <3SHI 



Port 


Ingress 


Port 


Ingress 


Port 


Ingress 


1 


<Disabled> 


10 


Disabled 


19 


<Disabled> 


Z 


<Disabled> 


11 


Disabled 


ZO 


<Disabled> 


3 


<Disabled> 


1Z 


<Disabled> 


I 


<Disabled> 


4 


<Disabled> 


13 


<Disabled> 


II 


<Disabled> 


S 


<Disabled> 


14 


<Disabled> 






6 


Disabled 


IS 


<Disabled> 






7 


Disabled 


16 


<Disabled> 






8 


<Disabled> 


17 


<Disabled> 






9 


<Disabled> 


18 


<Disabled> 







APPLY 



******************************************************************************* 



Message Area: 

Selects the desired switch in the stack. 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen CTRL+R = Refres: 



Figure 6-37. Ingress Filter screen 

This screen allows you to set Ingress filtering for each port toeither Enabled or Disabled. When a packet arrives at the 
port and Ingress filtering is Enabled, the port will check the VLAN ID number of the packet, and its own VI Ds. If there is a 
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match, the port will receive the packet. If the packet doesn't have a VL AN tagatheportisnotarnemberoftheVLAN for 
which the packet is tagged, the packet will bediscarded. 

Note: If a port is a member of a trunk group but is not the anchor, the items shown in the above table will be read- 
only and the values will be the same as those for the anchor port. 

ChooseConfigure Port VLAN I D (PVI D) to access the second item on the 802. 1Q VLAN Configuration menu. 
Thefollowing screen appears: 



Port VLAN (PVID) Assignment 
Switch : < ^SEBsM > 



Port 


PVID 


Port 


PVID 


Port 


PVID 


1 


[1 ] 


10 


1 


19 


[1 ] 


2 


[1 ] 


11 


1 


20 


[1 ] 


3 


[1 ] 


12 


[1 ] 


I 


[1 ] 


4 


[1 ] 


13 


[1 ] 


II 


[1 ] 


E 


[1 ] 


14 


[1 ] 






6 


1 


IS 


[1 ] 






7 


1 


16 


[1 ] 






S 


[1 ] 


17 


[1 ] 






9 


[1 ] 


18 


[1 ] 







APPLY 



**************************************************** 



_ 



lies sage Area: 

Selects the desired switch in the stack. 



CTRL+T=Root screen CTPL+S=Apply Settings Esc=Prev. screen CTPL+E = Refres 



Figure 6-38. Port VLAN (PVID) Assignment screen 



Thisscreen allows you to set a Default port VLAN ID number (PVI D) for each pat. PressAPPLY to let the changes take 
effect. 

Note: If a port is a member of a trunk group but is not the anchor, the items shown in the above table will be read- 
only and the values will be the same as those for the anchor port. 



ChooseConfigure Port GVRP Settings to access thethird itemcnthe802.1Q VLANs Configuration menu. The 
following screen appears: 
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I : 



Port GVRP Configuration 



Switch : - :: 3Si2 ; sS 5 - 



Port GVRP Port GVRP Port GVRP 



1 <Enabled > 10 Enabled 19 <Enabled > 

Z <Enabled > 11 Enabled Z0 <Enabled > 

3 -^Enabled > 1Z -^Enabled > I -^Enabled > 

4 ^Enabled > 13 ^Enabled > II ^Enabled > 

5 <Enabled > 14 <Enabled > 

6 Enabled IS <Enabled > 

7 Enabled 16 ^Enabled > 

8 ^Enabled > 17 ^Enabled > 

9 <Enabled > IS <Enabled > 

APPLY 



******************************************************************************* 



Message Area: 

Selects the desired switch in the stack. 



CTRL+T=Root screen C T RL + S = App ly Settings Esc=Prev. screen CTRL+R 



Figure 6-39. Port GVRP Configuration screen 



This screen allows you toenableordisableGARP VLAN Registration Protocol (GVRP), where GARP istheGeneric 
Attribute Registration Protocol, on individual ports. GVRP updates dynamic VLAN registration entries and 
communicates the new VLAN information across the network. This allows, among other things, fa stations to physically 
move to other switch pats and keep their same VLAN settings, without having to reconfigure VLAN settings on the 
Switch. 

PressAPPLY to let your changes take effect. 

ChooseConfigure 802.1Q Static VLAN s to access the fourth item on the 802. 1Q VLANs Configuration menu. 
Thefollowing screen appears: 
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802. 1Q Static VLAH Settings 



VID: [E^W VLAH Name: [ D E PAUL T_VL AH ] 
Tag/Untag 

Switch Hainboard Slot-1 Slot-3 

Master [UUUU] [UUUUUUUU] [UUUUUUUU] [UU] 



Egress /Forbidden/Non-Member (-) 

Switch Mainboard Slot-1 Slot-3 

Master [EEEE] [EEEEEEEE] [EEEEEEEE] [EE] 



_ 



CLEAR APPLY 
Browse esisting 802.1Q VLANs 
******************************************************************************* 

Message Area: 

Choose a VLAH ID (1-4094) and hit ENTER. 



CTRL+T=Poot screen CTPL+S=Apply Settings Esc = Prev. screen CTRL+P = Pefres 



Figure 6-40. 802.1 Q Static VLAN Settings screen 



Thefields you can set are: 

♦ VID Enter a VLAN IDfromlto4094andhit<Enter>.ThisistheVLAN that will bedefined on this screen. 

♦ VLAN Name Description of the VLAN. 

♦ Tag/U ntag Toggle between T for tag and U for untag for each port. 

♦ Egress/Forbidden/Non-member (-) Position the cursor over the dash "-" representing the appropriate pat 
number and press <space bar>to select E for Egress membership, or leavethedash "- ". An E designates the specified 
port as a static member of the VLAN. A dash means the port is not given VLAN membership for the VI D entered 
above. 



ChooseBrowse existing 802. 1Q VLANs at the bottom of the 802. 1Q Static VLAN Settings screen to access the 
foil owing screen: 
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Browse 802. 1Q VLAN Entries 



80Z.1Q VLAN Mode: The VLAN is now active 
VID: 1 VLAN Name: D E F AUL T_VL AH 

Tag/Untag 

Switch HairLboard Slot-1 Slot-3 

Master UUUU UUUUUUUU UUUUUUUU UU 



Egress/Forbidden/Non-Member (-) 

Switch HairLboard Slot-1 Slot-3 

Master EEEE EEEEEEEE EEEEEEEE EE 



******************************************************************************* 
Message Area: 

Esc = Previous screen CTPL+R = Refresh N - Went Page P - Previous Page 



Figure 6-41. Browse 802.1 Q VLAN Entries screen 



This table displays the current VID and VLAN Name as well as Tag/Untag and Egress/Forbidden/Non-M ember status 
for all 802.1Q static VLAN entries. 

Configure GMRP 

Group Multicast Registration Protocol (GMRP) allows multicasts to be sent on a single VLAN without affecting other 
VLANsor broadcast domains. Group registration entries indicate for each port whether frames to be sent to a group MAC 
address and on a certain VLAN should be filtered or discarded. Use the GMRP Configuration screen toenableor 
disableGMRP. 
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I GMRP Conf igurat^^n^^^^^^^^^^^^^^^^^ 

Switch CHRP : < \&B£BBA > APPLY 

Configure Port CHRP Settings 
Configure Static Multicast Forwarding 



******************************************************************************* 



Message Area: 

Enabled/Disabled Switch GMRP setting 



CTRL+T=Root screen C T RL + S = App ly Settings Esc=Prev. screen CTRL+R 



Figure 6-42. GMRP Configuration menu 



The Switch GMRP field allows you to either enable a disable GMRP on the Switch by toggling between the two choices 
and then pressing APPLY toletthechangetakeeffect. 

Once GMRP is enabled for the Switch, you then must enable spedfic ports by selecting Configure Port GMRP 
Settings from theG MRP Configuration menu above TheG MRP Configuration screen appears: 
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GMRP Configuration. 



Switch : <BB5m> 



P 
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^Enabled 
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17 


^Enabled 


> 








9 


^Enabled 


> 


IS 


^Enabled 


> 









APPLY 



***************************************************** 



_ 



Message Area: 

Selects the desired switch in the stack. 



CTRL+T=Root screen C T RL + S = App ly Settings Esc=Prev. 



Figure 6-43. GMRP Configuration screen 



Use this screen toenableor disableGMRP on individual ports. Press APPLY to let your changes takeeffect. 



Choose Configure Static Multicast Forwarding from the GMRP Configuration menu to access the Static 
Multicast Forwarding Table Configuration screen that appears below: 
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Static Multicast Forwarding Table Configuration 
VID: [II I] MAC Address: [ 000000000000 ] 



Egress/Forbidden 

Mainboard 
Master [ ] [ 



State: -^Permanent 



Slot-1 Slot-3 



■] [- 



APPLY 



Browse Static Multicast Forwarding Table 
******************************************************************************* 

Message Area: 
Enter a Vlan ID. (1-4094) 



CTRL+T=Poot screen CTPL+S=Apply Settings Esc=Prev. screen CTPL+E 



Figure 6-44. Static Multicast Forwarding Table Configuration screen 



To add an entry a make a change to an entry on the Static Multicast Forwarding Table, enter a VLAN ID number, 
enter a MAC address, choose Egress or Forbidden for each port, choose a State (Delete on Reset, Delete on Timeout, 
I nvalid, or Permanent), and then pressAPPLY to put the change into effect. 

Items in the above screen are defined as follows: 

♦ VID ThisistheVLAN thatwill bedefined on this screen. Notea VLAN I D number is from 1 to 4094. 

♦ MAC Address TheMAC addressof the newly created Static Multicast Forwarding Tableentry. 

♦ Egress/Forbidden Position the cursor over the dash "-" representing the appropriate port number and press the 
<spacebar> to select E for Egress, F for Forbidden, or leave thedash "-".An E designates the specified port as a static 
member of the VLAN. A dash means the port is not given VLAN membership for the VID entered above. An F forbids 
the port fromjoininga VLAN dynamically. 

♦ State Choose how you want the Switch to deal with the newly created Static Multicast Forwarding tableentry: 
Delete on Reset, Deleteon Timeout, I nvalid, or Permanent. 



Choose Browse Static Multicast Forwarding Table from the bottom of the Static Multicast Forwarding 

Table Configuration screen above to access thefollowing: 
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Browse Static Multicast Forwarding Table 
Total Entries: 0 

VLAN MAC Address Egress/Forbidden 

Mainboard 



Slot-1 Slot-3 



State 



******************************************************************************* 
Message Area: 

Figure 6-45. Browse Static Multicast Forwarding Table screen 

This screen contains information pertainingtothe Static Multicast Forwarding Table 

Update Firmware and Configuration Files 

The Switch is capable of obtaining its configuration settings (the same settings defined in this console program), as well as 
updated versions of its internal switching software (the console program itself), using TFTP (Trivial File Transfer 
Protocol). You can usetheUpdate Firmware and Configuration Files screen to control thisfeature. 

Choose Update Firmware and Configuration Files to access the fourth item on the Switch's main menu. The 
following screen appears: 
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Update Firmware and Configuration Files 



Software Update Mode: <IT ^pWBB > 

TFTP Server IP Address: [ 10. 4Z . 18. 100 ] 

Update Management Module Firmware: 
Firmware Update: <D i s ab 1 e d> 

File Name: [c:\temp\des36Z4.tfp ] 

Configuration File: 

Use Config File: <Disabled> 

Config File Name: [ ] 
APPLY 

Last TFTP Server Address: 10.42.18.100 
REBOOT TO START UPDATE 

Message Area: 

Select how the switch should upgrade firmware or retrieve the configuration file 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen 



Figure 6-46. Update Firmware and Configuration Files screen 

After making your changes in thefi elds above, press RE BOOT TO START UPDATE to initiate the update sequence. 
Thefields you can set are: 

♦ Software Update Mode Settoeither network or S L I P. Determines whether the configuration file should be 
obtai ned through the Ethernet network or through the console port. 

♦ TFTP Server IP Address The IP address of the TFTP server where the runtime (switching software) or 
configuration fi le is located. This entry is used only if the F i rmware U pdate is set to E nabled. 

♦ Firmware Update Determines whether or not the Switch will try tolookfor a runtime image file on theTFTP 
server. 

♦ File Name The complete path and filename of the runtime image file on your TFTP server to be uploaded to the 
Switch. 

♦ Use Config File Toggleto Enabled to use the settings in a configuration text file when the switch is reset 
(rebooted). Theconfiguration file is explained in detail in the Sample Configuration FileAppendix 

♦ Config File Name The complete path and filename on theTFTP server for theconfiguration filetouse. 
LastTFTP Server Address isa read-only field that displays thelP address of the last TFTP server to be accessed. 



Special Note Concerning Firmware Updates 

L Never download new firmware through a trunked port. Doing so may result in a failed download, broadcast storm, 
or other network problems. 

Z Avoid changing active I inks and do not make new loops on the network when downloading new firmware 

3. Downloading new firmware may result in the loss of some a all Switch settings. We therefore strongly 
recommend performing a factory reset and then restarting the Switch after a successful firmware download. 



84 



Using the Console Interface 



Stackable NWay Ethernet Switch User's Guide 



4, Firmware updates are handled by the PROM code, which doesn't recognizeVLAN tags. You should therefore 
make sure the Switch port to which theTFTP server is connected is not a tagging port. 



System Utilities 

The Utilities menu offers four system utility options, Ping Test, Save Settings to TFTP Server, Save Switch 
History to TFTP Server, and Clear Address Table 

ChooseSystem Utilities on the main menu to access the Utilities menu seen belcw: 



Utilities 



Ping Test 



Save Settings to TFTP Server 

Save Switch History to TFTP Server 

Clear Address Table 

Web Management : ^Enabled > 



APPLY 



******************************************************************************* 
Message Area: 

Ping any device on your network. 



CTRL+T=Eoot screen CTRL+S=Apply Settings Esc=Prev. screen 



Figure 6-47. Utilities menu 



Ping Test 

C hoose P i ng Test to access the fol I owi ng screen : 
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Ping Test- 



Destination IP Address: [19Z. 168. 7. 34 ] 
Ho. of Pings: [2 ] 



START 



Result 



1. Request timed out. 

2. Request timed out. 
Stop ping 



******************************************************************************* 
Message Area: 

Start ping test (Press arrow key to stop). 



After filling in the fields above, press START to initiate the Ping test. 
Thefields you can set are: 

♦ Destination IP Address ThelP address of thedeviceto be Pinged. 

♦ No. of Pings Amount of times the Switch should send the Ping (1-255). If zero is chosen, the Switch will continue 
Pinging indefinitely. 

I n the lower part of the Ping Test screen, you can view the Result of the pi ng test. 
Save Settings to TFTP Server 

Choose Save Settings to TFTP Server from the Utilities menu (under System Utilities on the main menu) to 
access the fd lowi ng screen : 




Figure 6-48. Ping Test screen 



86 



Using the Console Interface 



Stackable NWay Ethernet Switch User's Guide 



Save Settings to TFTP Server 



Server IP Address: 




File Name : [ 
START 



Result 



******************************************************************************* 



Message Area: 

Enter the IP Address of the TFTP server. 




a 



J 



Figure 6-49. Save Settings to TFTP Server screen 



P ress ST A RT to begi n the u pi oad. The resu 1 1 wi 1 1 be di spl ayed i n the I ower pa rt of the screen . 
Thefields you can set are: 

♦ Server IP Address ThelP address of theTFTP server whereyou wish tosavethesettingsfortheSwitch. 

♦ File Name The complete path andfilenameforthefile. 

Save Switch History to TFTP Server 

Choose Save Switch History to TFTP Server from the Utilities menu (under System Utilities on the main 
menu) to access thefd lowi ng screen: 
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Save Switch History to TFTP Server 



Server IP Address : [ 

Switch History File Name: [ 
START 



Result 



******************************************************************************* 



_ 



Message Area: 

Enter the IP Address of the TFTP server. 



CTRL+T=Root screen CTRL+S=Apply Settings Esc=Prev. screen CTRL+R = Refres 



Figure 6-50. Save Switch History to TFTP Server screen 



Press START to begi n thefi le save. The result wi 1 1 be displayed i n the I ower part of the screen. 
Thefields you can set are: 

♦ Server IP Address ThelP address of theTFTP server where the switch history filewill belocated. 

♦ File Name The complete path and filename on theTFTP server for the file. 

Clear Address Table 

Choose Clear Address Tablefrom the Utilities menu (under System Utilities on the main menu) to dear the 
enti re Address Tabl e (al so known as the F i Iteri ng and F orwardi ng table). 



Community Strings and Trap Stations 



The Switch sends out SN M P traps to network management stations whenever certain exceptional events occur, such as 
when the Switch is turned on or when a system reset occurs. The Switch allows traps to be routed to up to four different 
network management hosts. 

For a detailed list of trap types used for this Switch, see the Traps section in the "Switch Management Concepts" 
chapter. 

SNMP (version 1) implementsa rudimentary form of security by requiring that each request indude a community name 
A community name is an arbitrary string of characters used as a "password" to control access to the Switch. If the Switch 
receives a request with a community name it does not recognize, it will trigger an authentication trap. 

The SNMP allows up to four different community names to be defined. The community name public is defined by 
default; you can change this name in addition to adding others. You will need to coordinate these names with the 
community name settings you use in your network management system. 
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Choose Community Strings and Trap Stations to access the third item on the main menu. The following screen 
appears: 



1 

■ SHHP Management Configuration 


| SHHP Access Policy 




SHHP Community Strings Access Eights 
r!WWlKSw»iiiiSirfr ~l "Jl <Pead Only> 
[private ] <Pead/Urite> 
1 [ ] <Read Only> 
1 [ ] <Read Only> 


Status 

< Valid > 

< Valid > 

< Invalid^ 

< Invalids- 


SHHP Trap Receivers 




IP Address Trap Community String 

: i ; : 

i i i i 
i i i i 


Trap Status 
<Invalid> 
<Invalid> 
<Invalid> 
<Invalid> 
APPLY 


******************************************************************************* 

Hessage Area: 

Enter an SHHP community string. 


B|CTRL+T=Poot screen C T PL + S = App ly Settings Esc 


=Prev. screen CTPL+P = PefreshBJ 


1 



Figure 6-51. SNMP Manager Configuration screen 



ThefollowingSNMP Manager and Trap M anager Configuration parameters can beset: 

♦ SNMP Community String/Trap Community String The community string that will beindudedon 
SNMP packets sent to and from the Switch. Any station not privy tothis community will not receive the packet. 

♦ Access Right Allows each community to be separately set to either Read Only, meaning that the community 
member can only view switch settings or Read/ Write which al lows the member tochange settings in the switch. 

♦ Status/Trap Status Determines whether this community name entry is Valid or I nvalid. An entry can be 
disabled by changing its status to I nvalid. 

♦ I P Address The I P address of the network management station to receive traps. 



Switch Monitoring 



The Switch uses an SN M P agent which monitors different aspects of network traffic. The SN M P agent keeps counters and 
statistics on the operation of the Switch itself, and on each port on the Switch. The statistics obtained can be used to 
monitor the conditions and general efficiency of the Switch. 

Network Monitoring 

The Network Monitoring menu offers six items, Traffic Statistics, Browse Address Table, Switch History, 
Browse IGMP Status, Browse GVRP Status, and Browse GMRP Status. 

ChooseNetwork Monitoring from the main menu. The following menu appears: 
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Network Monitoring 




Browse Address Table 
Switch History 
Browse IGHP Status 








******************************************************************************* 
Message Area: 

Displays network traffic statistics. 




|CTEL + T = Iioot screen Esc = Prev. screen CTE.L + E = EefreshH 







Figure 6-52. Network Monitoring menu 



Thefirst item on this menu permits you to access four different tables that observethecondition of each individual port. 
Traffic Statistics 

To display theTraffic Statistics menu, choose the first item on the Network Monitoring menu. The following menu 
appears: 



90 



Using the Console Interface 



Stackable NWay Ethernet Switch User's Guide 



Traffic Statistics 



Port Traffic Statistics 
Port Packet Error Statistics 
Port Packet Analysis 



******************************************************************************* 



Message Area: 

Displays Tx/Rx rate and utilization per port. 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-53. Traffic Statistics menu 



Port Utilization 

To access the first item on theTraffic Statistics menu, choose Port Utilization. Thefol lowing table appears: 



Port Utilisation 
Switch: <\S 



Up dat e Int e r val : < £ sec > 



Port 


TX/sec 


RX/sec 


SUtil. 


Port 


TX/sec 


RX/sec 


*Ut 


1 


10 


10 


1 0 I 


13 


10 


10 


1 0 


2 


10 


10 


1 0 | 


14 


10 


10 


1 0 


3 


10 


10 


1 0 I 


IE 


10 


10 


1 0 


4 


10 


10 


1 0 I 


16 


10 


10 


1 0 


E 


10 


10 


1 0 I 


17 


10 


10 


1 0 


6 


10 


10 


1 0 I 


18 


10 


10 


1 0 


7 


10 


113 


1 1 1 


19 


10 


10 


1 0 


S 


10 


10 


1 0 I 


20 


10 


10 


1 0 


9 


10 


10 


1 0 I 


I 


10 


10 


1 0 


10 


10 


10 


1 0 I 


II 


10 


10 


1 0 


11 


10 


10 


1 0 I 




1 


1 




12 


10 


10 


1 0 | 




1 


1 





******************************************************************************* 



Message Area: 

Selects the desired switch in the stack. 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-54. Port Utilization screen 
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Select the desired device in the Switch field and the desired increment setting in the U pdate I nterval field: 5 sec, 15 sec, 
30 sec, 1 min, or Suspend. 

The statistic counters displayed are defined as follows: 

♦ TX/sec The number of good bytes sent from the respective port per second. 

♦ RX/sec Thenumberofgoodbytesreceivedpersecond.Thisalsoindudeslocal and dropped packets. 

♦ %Util. This shows the percentage of available bandwidth each pat is using over the amount of time specified by the 
update interval. For example, when a 10 M bps port is relaying packets at 5 Mbps, the utilization is 50%. 

Port Traffic Statistics 

To access the second item on the Traffic Statistics menu, choose Port Traffic Statistics. Thefollowing table 
appears: 













Port Traffic Statistics 




Switch: <Master > 










Forts: <W KB 


CMS»J> CLEAR COUNTERS 


Update Interval :< S sec > 




Port : 


11 1 £ 


1 3 


1 4 I 




Speed 


1 - 1 - 


1 1 On/Half 


1 - 1 




% Utilization 


10 10 


11 


10 1 




Bytes Recv. 


10 10 


1 1153 


10 1 




Byt e s S ent 


10 |0 


10 


10 1 




Frames Recv. 


10 10 


1 is 


10 I 




Frames Sent 


10 10 


10 


10 I 




Total Bytes Recv. 


10 10 


1 1153 


10 I 




Total Frames Recv. 


10 10 


lis 


10 1 




Last Seen MAC 


1 000000000000 I oooooooooooo 


1 0000ES5FB0BE 


1000000000000 I 




******************************************************************************* 




Message Area: 










Select a group of 


ports on the switch. 








lcTRL+T=Root screen Esc=Prev. screen 




CTRL + R = RefreshB 





Figure 6-55. Port Traffic Statistics screen 



Select the desired device in the Switch field, the desired setting in the Ports field, and the desired increment setting in the 
U pdate I nterval field: 5 sec, 15 sec, 30 sec, 1 min, or Suspend. Press CLEAR COUNTERS to dear all counters for a 
desired port group. 

The statistic counters displayed are defined as follows: 

♦ Speed lfthelinkisup,thespeedandduplexstatuswill bedisplayed; if thelink isdown "-"will bedisplayed. 

♦ % Utilization This shows the percentage of available bandwidth each port is using over the amount of time 
specified by the update interval. For example, when a 10 Mbps port is relaying packets at 5 Mbps, the utilization is 
50%. 

♦ Bytes Recv. The number of good bytes received. This also includes local and dropped packets. 

♦ Bytes Sent The number of good bytes sent from the respective port. 
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♦ Frames Recv. The number of good frames received. This also includes local and dropped packets. 

♦ F rames Sent The number of good frames sent from the respective port. 

♦ Total Bytes Recv. The number of bytes received, good and bad. 

♦ Total Frames Recv. The number of frames received, good and bad. 

♦ Last Seen MAC TheMACaddressofthelastdevicethatsentpacketsoverthisport. 

Port Packet Error Statistics 

To access the third item on theTraffic Statistics menu, choose Port Packet Error Statistics. The foil owing table 
appears: 





Port Packet Error 


Statistics 














Switch: <iiHLfeJ> 










Ports: <1 to 4 


> 


CLEAR COUNTERS 


Up date Interval:- 1 : E sec > 




Port: 


1 1 


1 z 


13 14 I 




Speed 


1 - 


1 - 


1 lOM/Half I - I 




CRC Error 


10 


10 


10 10 I 




Oversize Frames 


10 


10 


10 10 I 




Fragment 


10 


10 


10 10 I 




Jabber 


10 


10 


10 10 I 




Late Collision 


10 


10 


10 10 I 




Mac Rk Error 


10 


10 


10 |0 | 




Dropped Frames 


10 


10 


10 10 I 




Under size Frames 


10 


10 


10 10 I 




Total errors 


10 


10 


10 10 I 




Collisions 


1 

10 


1 

10 


1 1 1 
10 10 I 




******************************************************************************* 




Message Area: 










Selects a desired 


swith in 


the stack. 






CTRL+T=Root screen 


Esc=Prev. screen 


CTRL + R = Refresh* 





Figure 6-56. Port Packet Error Statistics table 



Select the desired device in the Switch field, the desired setting in the Ports field, and the desired increment setting in the 
Update Interval field: 5 sec, 15 sec, 30 sec, 1 min, or Suspend. Press CLEAR COUNTERS to clear all counters fa a 
desired port group. 

The statistic counters displayed are defined as follows: 

♦ Speed If the link is up, thespeed and duplex status will bedisplayed; ifthelink isdown "-"will bedisplayed. 

♦ CRC Error Thenumberofframesthatfail theCRC integrity check. 

♦ Oversize Frames The number of good frames with length greater than 1536 bytes and therefore are greater than 
the maximum legal length. 

♦ Bad Fragment The number of packets less than 64 bytes with either bad framing or an invalid CRC. Theseare 
normal I y the resu It of col I i si ons. 
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♦ J abber The number of frames with length more than 1536 bytes and with CRC error or misalignment (bad 
framing). 

♦ Late Collision The number of collisions that occur at or after the 64 th byte(cctet) intheframe 

♦ Mac Rx Error The number of frames with received MAC Errors. 

♦ Dropped Frames Thenumberof frames which aredropped bythis port sincethelast Switch reboot. 

♦ Undersize Frames Thenumberof frames detected that are I ess than the mini mum permitted frame size of 64 
bytes and havea good CRC. Undersize frames usual lyindicatecol I ision fragments, a normal network occurrence 

♦ Total errors Thesumof theCRC Error, Oversize Frames, Bad FragmentJ abber, Late Col I ision, MacRxError, 
Dropped F rames, and U ndersize F rames counters. 

♦ Collisions The number of times packets havecollided on this port. 
Port Packet Analysis Statistics 

Toaccessthefourth item on theTraffic Statistics menu, choosePort Packet Analysis Statistics. The following 
table appears: 



Packet Analysis Statistics 



Switch: <Ma ster > 
Port: ^ |> 

Frames 



CLEAR COUNTERS 
Frames/sec 



Update Interval:- 1 : 5 sec > 
Frames | Frames/sec | 

Unicast 



64 I 


1220 


19 1 EX I 


160 


1 1 1 


65-127 I 


442 


12 I TX I 


0 


1 0 I 


128-255 I 


233 


1 0 I 






256-511 I 


65 


1 0 I 




Multicast 


512-1023 I 


1 


10 I EX I 


43S 


1 0 I 


1024-1536 I 


21 


10 I TX I 


0 


1 0 I 


EX (GOOD) I 


1982 


1 12 1 






TX (GOOD) | 


0 


1 0 | 




Broadcast 


Total EX I 


1982 


1 12 I EX I 


13S4 


1 11 1 






1 1 TX I 


0 


1 0 I 


TX Octets I 


0 


1 0 I 






EX Octets I 


217760 


1 896 I 






Total EX I 


217760 


1 896 I 






******************************************************************************* 


Message Area 










Choose a port on the 


above switch. 






|cTRL + T = Root 


screen 


Esc=Prev. screen 




CTRL + E = Refreshj 



Figure 6-57. Packet Analysis Statistics table 

Select the desired device in the Switch field, the desired pat in the Pat field, and the desired increment setting in the 
U pdate I nterval field: 5 sec, 15 sec, 30 sec, 1 min,a Suspend. Press CLEAR COUNTERS to dear all counters faa 
desired port. 

The statistic counters displayed are defined as follows: 

♦ 64, 65-127, 128-255, 256-511, 512-1023, 1024-1536 The number of good frames of various length ranges, both valid 
and invalid. 



♦ RX(GOOD) The number of good frames received. This also includes local and dropped packets. 
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♦ TX (GOOD) The number of good frames sent from the respective port. 

♦ Total RX The number of frames received, good and bad. 

♦ TX Octets The number of good bytes sent from the respective port. 

♦ RX Octets Thenumberofgoodbytesreceived.Thisalsoindudeslocal and dropped packets. 

♦ Total RX The number of bytes received, good and bad. 

♦ Unicast RX/Unicast TX The number of good unicast frames received and sent. This includes dropped unicast 
packets. 

♦ Multicast RX/Multicast TX The number of good multicast frames received and sent. This includes local and 
dropped multicast packets. 

♦ Broadcast RX/Broadcast TX The number of good broadcast frames received and sent. This indudes dropped 
broadcast packets. 



Browse Address Table 

The Browse Address Table screen allows the user to view which Switch port(s) a specific network device uses to 
communicate on the network. You can sort this table by MAC address, port, VLAN I D, and sequence This is useful for 
vi ewi ng wh i ch ports one devi ceisusing, awhich devi cesareusingone port. 

To display the Browse Address Table screen, choose Network Monitoring from the main menu and then choose 
Browse Address Table Thefdlowing screen appears: 



Browse Address Table 



Search By: 



Sequence 



FIND 



Total Addresses in 


Table: 


128 






Switch 


Mo dul e 


Port 


MAC Address 


VLAN 


Learned 


Master 


Mainboard 


3 


000000002437 


1 


Yes 


Master 


Mainboard 


3 


000081101027 


1 


Yes 


Master 


Mainboard 


3 


0000819ADB39 


1 


Yes 


Master 


Mainboard 


3 


0000A2A05234 


1 


Yes 


Master 


Mainboard 


3 


0000A2E13BDA 


1 


Yes 


Master 


Mainboard 


3 


0000A2F2SACA 


1 


Yes 


Master 


Mainboard 


3 


0000E8SFB0BE 


1 


Yes 


Master 


Mainboard 


3 


0000F4631B29 


1 


Yes 


Master 


Mainboard 


3 


0000F4631B5B 


1 


Yes 


Master 


Mainboard 


3 


0000F495B1E4 


1 


Yes 



- More - 

******************************************************************************* 



Message Area: 

Choose the sorting index to search for. 
Esc = Previous screen CTRL+P = Refresh 



Next Page P - Previous Page 



Figure 6-58. Browse Address Table 

To browse by MAC address, select MAC in the Search By field, fill in the MAC address field, and then press FIND. 

To browse by port number, select Port in the Search By field, choose the desired Switch and Module in the respective 
fields, enter the number of the Port you want to configure and then press FIND. 
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To browse by VLAN ID, select VI D in the Search By field, enter the desired VL AN in the field offered, and then press 
FIND. 

To browse by sequence, select Sequence in the Search By field, and then press FIND. 

The lower part of the screen is a read-only Browse Address Table that contains the Total Addresses in Table, as well as 
the Switch, Module Port, MAC Address, VLAN, and Learned status of each entry. UseN to advance to the next page and 
P to return to the previous page. 



Switch History 

The Network Monitoring menu allows the user to view the Switch history. This works like a trap and event receiver 
except it only captures trap/events generated by the Switch itself. For example, the switch history indudes when the 
system is rebooted, when a console session is timed out, when a new link is established, and when configuration is saved to 
flash memory. 

To display the Switch History screen, choose Network Monitoring from the main menu and then choose Switch 
History. The following screen appears: 



Switch History 



Ho. 


Time 


Log Text 






18 


000d04h41m 


Master ,Mainboard, Port 


3 ->Lihk 


Up 


17 


000d04h41m 


Master ,Mainboard, Port 


3 ->Lihk 


Change 


16 


000d04h41m 


Master f Hainboard, Port 


7 ->Lihk 


Down 


IS 


000d04h41m 


Master ,Mainboard, Port 


7 ->Link 


Change 


14 


000d00h33m 


Configuration saved to 


flash. 




13 


000d00h33m 


admin login 






12 


000d00h02m 


console session time out .... 




11 


OOOdOOhOOm 


admin login 






10 


OOOdOOhOOm 


System up 






9 


OOOdOOhOOm 


Cold Start 






8 


OOOdOOhOOm 


Configuration saved to 


flash. 




7 


OOOdOOhOOm 


Configuration saved to 


flash. 





Message Area: 

Views the entire system log. 



=Page Down P =Page Up E=Eegin 



C=Clear Log CTRL+P=Re f res 



a 



Figure 6-59. Switch History screen 



The switch history entries are listed chronologically from the last time the Switch was rebooted. Use the foil owing keys to 
move around thescreen above: N - Pagedown, P - Page up, B - Begin, E - End, and C - Clear Log. CTRL 4R will refresh 
the screen. 



Browse IGMP Status 

The Browse IGMP Status function allows you to browse I nternet Group Management Protocol (IGMP). The Switch is able 
to recognize IGMP queries and reports sent between stations and an IGMP router. When enabled for IGMP snooping, the 
Switch can open or close a port to spedfic devices based on the I GM P messages sent from the device to the router or vice 
versa. 
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To display the I P Multicast & IGMP Information screen, choose Network Monitoring from the main menu and 
then chooseBrowse IGMP Status. Thefollowing screen appears: 



IP Multicast S IGMP Information 



IGMP Snooping: Disabled 
Multicast IP Add. : 
Queries (Ti) :0 
Queries (Px) : 0 
Reports : 
Switch Ports 



Age-out Timer: 300 VID : 

Multicast MAC Addr. 



_ 



******************************************************************************* 
Message Area: 

Selects the VLAN you want to browse. 

Esc = Previous screen CTPL+P = Refresh H - Hext Page P - Previous Page 



Figure 6-60. IP Multicast & IGMP Information screen 



This screen displays the number of I GM P queries and reports fa each active I P multicast group detected by the Switch. 
You can also view which Switch ports support each multicast group and enter a VLAN ID number in the field on the right. 

The fields displayed aredefined as follows: 

♦ IGMP Snooping Indicates whether IGMP snooping isEnabled or Disabled. 

♦ Age-out Timer DisplaysthetimetheSwitch waits between IGMP queries. 

♦ VID Enter the desired VLAN ID number. 

♦ Multicast IP Add. TheMulticast IP address of the Multicast group being displayed. 

♦ Multicast MAC Addr. TheMulticastMACaddressofthemulticastgroupbeingdisplayed. 

♦ Queries (Tx) Thenumberof IGMP requests sent by the switch. 

♦ Queries (Rx) Thenumberof IGMP requeststhat havearrivedataswitch port. 

♦ Reports Thenumberof notifications sent from each station tothe IGMP host, signifying that the station is still 
(or wants to be) part of a multicast group. 

♦ Switch Ports TheSwitch ports supporting theselected multicast group. 



Browse GVRP Status 

The GVRP Status screen allows you to browse GARP (Generic Attribute Registration Protocol) VLAN Registration 
Protocol (GVRP). 
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To display the GVRP Status screen, choose Network Monitoring from the main menu and then choose Browse 
GVRP Status. Thefdlowing screen appears: 



II 

GVRP Status 


Number of IEEE 802. 1Q VLAN: 4 Status: Permanent 






IEEE 802. 1Q VLAN ID: 1 






Current Egress Ports: 

Master 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 


21 


22 23 24 


Current Untagged Ports: 

Master 1 2 3 4 £ 6 7 8 9 10 11 12 13 14 IS 16 17 18 19 20 


21 


22 23 24 


Creation time since switch power up: 00:21:01 






******************************************************************************* 
Message Area: 


Esc = Previous screen CTRL + R = Refresh N - Hejtt Page 


P - 


Previous Page _ 



Figure 6-61. GVRP Status screen 

This screen contains information pertaining to GVRP. Press N to view the status of additional IEEE 802.1Q VLANs. 

Browse GMRP Status 

The Browse GMRP Status screen allows you to browse Group Multicast Registration Protocol (GMRP). 

To display the GMRP Status screen, choose Network Monitoring from the main menu and then choose Browse 
GMRP Status. Thefdlowing screen appears: 
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G-MRP Status 

Number of multicast entries: 0 

IEEE 802. 1Q VLAW ID: MAC Address: 

Current Egress Ports: 



Current Learned Ports: 



_ 



******************************************************************************* 
Message Area: 

Esc = Previous screen CTEL+P = Refresh H - HeKt Page P - Previous Page 



Figure 6-62. GMRP Status screen 



This screen contains information pertaining to the GMRP status of IEEE 802.1Q VLANs. 



Resetting the Switch 



You can use the console interface to reset the Switch, either performing a Restart System ora Factory Reset (which 
sets al I of the Switch's parameters to what they were when the Switch was del ivered from thefactory). 



Restart System 

To perform a system reset, chooseRestart System from the main menu. 
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Restart System 



Are you sure that you want to restart the system? 

If you restart the switch without saving configuration 

changes to HV-RAM, these changes will be lost. 



******************************************************************************* 
Message Area: 



i 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-63. Restart System screen 



The computer wi 1 1 be rebooted once you press RE START. 



Factory Reset 

Before performing a Factory Reset, be absolutely certain that this is what you want todo. Once the reset is done all of 
the Switch's settings stored in NV-RAM (including TCP/IP parameters, SN M P parameters, theenabled/disabled settings 
of ports, security settings, etc.) will be erased and restored to values present when the Switch was purchased. 

Note: After performing the Factory Reset, makesureto redefine the IP settings for the Switch in theConfigure IP 
Address menu. Then perform a Restart System on the Switch. After these three procedures are performed, 
your Factory Reset is complete. 

Choose Factory Reset from the main menu. The following screen appears: 
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Factory Reset NV-RAM to Default Value 



CAUTION! This function resets the NV-RAM to default values. 

All settings you have changed since purchasing the switch will be lost ! 

After performing the Factory Reset, be sure to assign the switch 

new IP settings and then perform a System Restart. 

Are you sure you want to proceed with the factory reset? 
H Yes 



******************************************************************************* 



Message Area: 
Don't reset. 



CTRL+T=Root screen 



Esc=Prev. screen 



CTRL+R = Refres 



Figure 6-64. Factory Reset NV-RAM to Default Value screen 



Logout 

To exit the console program, choose Logout from the main menu. Makesureyou have performed a Save Changes if you 
have made changes to the settings and wish them to become defaults for the switch. After logging out, you will be returned 
to the opening login screen. 
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7 



Web- Based Network Management 



Introduction 



The Switch offers an embedded Web-based (hypertext) interface allowing users to manage the Switch from anywhere on 
the network through a standard browser such as Netscape Navigator/Communicator, 4.x or later, or Microsoft Internet 
Explorer, 4.x or later. The Web browser acts as a universal access tool and can communicate directly with the Switch using 
HTTP protocol. Your browser screen may vary with the screen shots (pictures) in this guide. 

Note: This Web-based Management Moduledoes not accept Chinese language input (a other languages requiring 
two bytes per cha racter). 



Getting Started 



The first step in getting started in using Web-based management for your Switch is to secure a browser. A Web browser is 
a program that allows a person to read hypertext, for example, Netscape Navigator, 4.x or later, or Microsoft Internet 
Explorer, 4.x or later. Follow the installation instructions for the browser. 

Thesecondand last stepistoconfigurethelP interface of the Switch. Thiscan be done manually through a console (seethe 
Configure I P Address section in the "Using The Console I nterface" chapter). 



Management 



To begin managing your Switch simply run the browser you have installed on your computer and point it to the I P address 
you have defined for the device. The URL in the address bar should read something like: http:/A23.123.123.123, where the 
numbers 123 represent the I P address of the switch. 

In the page that opens, dick on the Login to DES-3624 Manager button: 




■** JM 



This opens the main page in the management module 

The top of each page contains an interactive view of the Switch's front panel. Ifyour Switch is part of a stack, there will 
also be an icon representing each Switch in the stack on the left side of this panel. Click on thedesired Switch to view that 
Switch's front panel. A colored border around the Switch icon indicates which Switch's front panel is currently being 
displayed: 
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CI icking on oneof the ports opens a configuration wi ndow for that particular pat. 

Each page contains the following list of buttons in the panel on the left side: Configuration, Management, 
Monitoring and Maintenance. These are the main categories for Switch management. Clicking on one of the 
categories causes a list of options to appear below. 

The switch management features are explained below. 

Configuration 

This first category indudes: IP Address, Switch Module (Switch Module Information and Advanced 
Settings), Port, Trunk Groups, Port Mirroring Spanning Tree Protocol (STP Switch Settings and STP 
Port Settings), Forwarding and Filtering (Static Forwarding Table MAC Address FilteringTable, and 
Static Multicast Filtering), IGMP (IGMP Settings and 802.1Q IGMP), and VLANs (802.1Q VLANsand 
GMRP), as well asa number of related windows. 

IP Address 



D-Link DES-3624i 10/100 Fast Ethemet Switch - Netscape 




File Edit View Go Communicator Help 






!: Back Reload Home Search Netscape Print Security Shop 




^'Bookmarks Location: |http://1 92.1 68. 7.39/html/Hmain_ii.html 


_»J gp' What's Related 


"| <<§ 'I* 30 ' Message B WebMail B Contact B People B Yellow Pages B Download B Find Sites Qj Channels 




D-Link 

Building Networks for People 
n* DES-3G2® 
r'ftf Configuration 
IP Address 
i""NHE Switch Module 
l-JS Port 

Trunk Groups 
• •^j Port Mirroring 
'""Jfcf Spanning Tree Protoc 
Bl Forwarding and Filteri 

B 

Si Management 
Si Monitoring 
Sf Maintenance 




AS'/.'' i-fi- £as£ ffMmtf AsitcA 





lilillilililili 




* 


g 




□□□□□□□in 


9 


9 


9] 



IP Address 



Switch MAC Address 



Current Settings 



Get IP From 
IP Address 
Subnet Mask 



Default Gateway 



Restart Settings 



Get IP Prom 
IP Address 
Subnet Mask 



Default Gateway 



00:50:ba:0a:ca:fd 



Manual 
j 192.168.7.39 
j 255.255.255.0 

192.168.7.254 



Manual ~*\ 

I9z\\ _ \l6a\ . |? I . |3 9 I 



|255 
1192 



I 



Apply 



Document: Done 



Figure 7-1 . IP Address window 

You can change the IP Address, Subnet Mask, and Default Gateway on the Switch. Click Apply to activate the new 
settings. 



The information above is described as follows: 
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♦ Switch MAC Address The Ethernet address fa thedevice. Also known asthephysical address. 

♦ Get I P From Determines whether the Switch should get its I P Address settings from the user (Manual), a 
BOOTP server, or a DHCP server. If Manual is chosen, the Switch will use the IP Address, Subnet Mask and 
Default Gateway settings defined in this screen upon being rebooted. If BOOTP is chosen, the Switch will send out 
a BOOTP broadcast request when it is powered up. The BOOTP protocol allows I P addresses, network masks, and 
default gateways to be assigned by a central BOOTP server. If this option is set, the Switch will first look for a 
BOOTP server to provide it with this information before using the supplied settings. If DHCP is chosen, a 
Dynamic Host Configuration Protocol request will be sent when theSwitch is powered up. 

♦ I P Address The host address for thedeviceon theTCP/l P network. 

♦ Subnet Mask Thesubnet mask that control ssubnetting on your TCP/IP network. 

♦ Default Gateway The I P address of the device, usually a router, that handles connections to other subnets 
and/or other TCP/I P networks. 

Switch Module 



D-Link DES-3624M 0/100 Fast Ethemet Switch - Netscape 



File Edit View Go Communicator Help 



ma 



4 

Back 



Reload 



Search Netscape 



Print 



Security 



Shop 



Stop 



Bookmarks Location: |http://1 92.1 68. 7.39/html/H main_ii.html 



What's Related 



Ji Instant Message B WebMail B Contact |§ People B Yellow Pages B Download B Find Sites Qj Channels 




D-Link 

Building Networks for People 



""^H Configuration 

Si Management 

Si Monitoring 

Si Maintenanoe 





□□. n nnn nnnn nnnn 
□□□□ □□□□ □□□□ 



Switch Module 



Device Type 


D-Link Corporation DES-3624 Stackable Switch 


MAC Address 


□0:S0:cS:36:24:44 


Boot PROM Version 


V2.00-B02 


Firmware Version 


V2.00-B13 


System Name 


|DES-3624 




System Location 


|lIyson Building, 7th 




System Contact 


|CT Snow, X6556 



[*] Switch Module Information 
[*] Advanced Settings 



Figure 7-2. Switch Module window 



To set basic Switch settings, enter a System Name in the first field, the physical location of the Switch in the System 
Location field, and the name of the contact person responsible for the Switch in the System Contact field. Then dick 
Apply. 



104 



Web-Based Network Management 



Stackable NWay Ethernet Switch User's Guide 



Two hyperl inks at the bottom of this window provide access to the Switch Modulel nformation and Advanced 
Switch Stack Features windows, respectively. These windows are described in the two sections that immediately 
follow. 

The i nformation i n the wi ndow above is descri bed as fol lows: 

♦ Device Type A description of theSwitch type. 

♦ MAC Address The Ethernet address for thedevice. 

♦ Boot PROM Version Version number fa the PROM code 

♦ Firmware Version Version number of the firmware installed on theSwitch. Thiscan be updated by using the 
Firmware and Configuration Updatewindow in the Maintenance section. 

♦ System Name A user-assigned namefor theSwitch. 

♦ System Location A user-assigned description of the physical location of theSwitch. 

♦ System Contact Name of the person to contact should there be any problems a questions with thesystem. You 
may also want to add a phone number or extension. 

Switch Module Information 
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Figure 7-3. Switch Module Information window 
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This window displays the Module Type, and Hardware Revision of each individual Switch unit. Select the desired Switch 
in thefield in thelower left-hand corner. 

The information above is described as follows: 

♦ Module The module location in the Switch unit. 

♦ Type The type of module in the Switch unit. 

♦ Hardware Revision Version number of the module's hardware in the Switch unit. 
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Figure 7-4. Advanced Switch Stack Features window 



The first setting allows you to enable or disable port auto-partitioning by the Auto-Partition Capability on All Ports 
function. If you enable auto-partitioning on all ports, when more than 62 collisions occur whilea port is transmitting data, 
the port automatically stops transmissions. The second setting allows you to enable or disable the Head of Line (HOL) 
Blocking Prevention function, which is designed to prevent forwarding a packet to a "blocking" port. Click Apply to let your 
changes take effect. 

The information above is described as follows: 

♦ Port's Auto-Partition Capability on All Ports This option offers Enabled a Disabled todecide 
whether to auto-partition a selected port and take it offline or not. 
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♦ Head of Line (HOL) Blocking Prevention This option prevents forwarding a packet to a port where an 
excess of packets are queued up. Note that when a multicast packet or a packet with an unknown destination 
address needs to be forwarded to several ports, and if some of them are "blocking," the packet will not be 
discarded, rather it will be forwarded only to the ports that are not "blocking." 
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Figure 7-5. Configure Port window 
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Select the port you want to configure by clicking on the port in the Switch front panel display at the top of the screen. 
Then follow these steps: 

L Enable or disable the port in the State field. If you choose Disable, devices connected to that port cannot use the 
Switch, and the Switch purges their addresses from its address tableafter the MAC address aging time el apses. 
TheSwitch wont purge addresses if you define them as permanent entries in the Static ForwardingTable. 

Z Configure the Speed/Duplex setting for the port. Select Auto for Auto-Negotiation. This allows the port to select 
the best transmission speed and duplex mode based on the capabilities of the device at the other end. Select 
100/ Full for port operation at 100 Mbps and full duplex. Select 100/ Half for port operation at 100 Mbps and 
half duplex. Select 10/ Full for port operation at 10 Mbps and full duplex. Select 10/ Half for port operation at 10 
M bps and half duplex. 

3. Configure the Flow Control setting for the port. Selecting On in full-duplex mode will implement IEEE 802.3x 
flow control. Selecting On when the port is in half duplex mode will implement normal Ethernet collision-based 
backpressure flow control. Select Off for no flow control. Also, if the port is set for Auto (NWay) in the 
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speed/duplex field above and flow control is enabled, flow control (whether fjll- or half-duplex) will only be 
implemented if the other device can auto-negotiate flow control. Note that you must reboot the Switch before a 
flow control change can take effect. 

4. Configure the Priority setting for packets passing through this pat, using IEEE 802.1p/q tagging. Select Low, 
High or Normal. If the network is congested, the Switch handles packets with a higher priority before those with 
lower priority. 

5. Configure the Locked setting to prevent the port from learning the MAC addresses of new hosts. This will help 
keep intruders off your network si nee any packet coming from an unknown source address will be dropped by the 
Switch, that is, not added to your MAC Address Forwarding Table. Select Enabled or Disabled. 

6 Configure the Rising Action setting under Broadcast Storm from three choices: Do Nothing, Blocking, or 
Blocking-Trap and enter a Rising Threshold between land 1488000 (thedefault is 500). 

7. Configure the Falling Action setting under Broadcast Storm from three choices: Do Nothing, Forwarding, or 
Forwarding-Trap and enter a Falling Threshold between land 1488000 (thedefault is 250). 

8. The Port Type, STP State, and Status are read-only fields indicating the current condition of the port you have 
selected. 

ft Click Apply to let your changes takeeffect. 
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Figure 7-6. Trunk Groups window 



The Switch supports up to three trunk groups. Trunks are groups of pats that are banded together to form a single, logical, 
high-bandwidth data pipe. 

I terns i n the above wi ndow are def i ned as fol lows : 

♦ Anchor The Anchor pat for the trunk group. All oaifiguration settings changes madetotheancha pat will 
automatically be made to the other pats in thetrunk. 

♦ Name The user-assigned nameof thetrunk group. 

♦ Members Theccntinuous number of ports that will be members of the trunk group. 

♦ State AllowsthetrunkgrouptobeEnabled or Disabled. 
Click Apply after each set of trunk group changes is made. 
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Port Mirroring 
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Figure 7-7. Port Mirroring window 



The Switch allows you to copy frames transmitted and received on a port and redirect the copies to another pat. You can 
attach a monitoring device to the mirrored port, such as a sniffer or an RMON probe, to view details about the packets 
passing through the first port. 

To configure a mirror port, select the Switch, Slot, and source Pat from whae you want to copy frames in the Source 
sectia. Next, select the Switch, Slot, target Port, and pat Type of the pat which will receive the copies from the source 
pat in the Destinatia sectia. This is the port where you will canect a maitaing/troubleshooting device such as a sniffer 
a an RMON probe. Tocompletethepat mirraing, select Enable in the Status field and click Apply. 

Note: You should nrt mirra a fast pat ato a slower pat. Fa example if you try to mirra the traffic from a 100 
Mbps pat atoa 10 Mbps port, this can cause throughput problems. The pat you are copying frames from 
should always suppat an equal a lower speed than the port to which you are sending the copies. Also, the 
target pat fa the mirraing canna be a member of a trunk group. 



Spanning Tree Protocol 

The Switch suppats 801.2d Spanning Tree Prrtocol, which allows you to create alternative paths (with multiple switches 
or other types of bridges) in your netwak. Seethe Spanning Tree Algorithm sectia of the "Switch Management 
Concepts" chapter fa a detailed explanatia. 
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Figure 7-8. STP Switch Settings window 



ToconfigureSpanningTreeProtocd functions for the Switch a individual ports, enter the desired information in the fields 
on this screen (see the descriptions below for assistance) and then dick Apply. 

The information above is described as follows: 

♦ Spanning Tree Protocol This option offers Disabled a Enabled toimplementtheSpanningTreeProtocol. 

♦ Max Age: (6 . . 40 sec) The Maximum Agecan be from 6 to 40 seconds. At theend of the Maximum Age, if a 
BPDU has still not been received from the Root Bridge, your Switch will start sending its own BPDU to all other 
switches for permission to become the Root Bridge. If it turns out that your Switch has the lowest Bridge 
Identifier, it will loecome the Root Bridge. 

♦ Hello Time: (1 . . lOsec) TheHelloTimecan befroml to 10 seconds. This is the interval betweentwo 
transmissions of BPDU packets sent by the Root Bridge to tell all other switches that it is indeed the Root 
Bridge. If you set a HelloTimefor your Switch, and it is not the Root Bridge, the set HelloTi me will be used if 
and when your Switch becomes the Root Bridge 

♦ Forward Delay: (4. . 30 sec) The Forward Delay can befrom4to30seconds.Thisisthetimeany pat on 
the Switch spends i n the I isteni ng state whi le movi ng from the blocki ng state to theforwardi ng state. 



♦ Bridge Priority: (0 . . 65535) A Bridge Priority can be from 0 to 65535. 
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Figure 7-9. STP Port Settings window 



Enter the desired Spanning Tree custom settings on this window and then dick Apply. 
The information above is described as follows: 

♦ STP Status The Spanning Tree Protocol statefora selected port can either beEnabled or Disabled. 

♦ Cost The Path Cost is a changeable parameter and may be modified according to the Spanning Tree Algorithm 
spedfi cation. Each 10 M bps and 100M bps segment has an assigned Path Cost of 19. 

♦ Priority Priority is a read-write object that can beset from 0 to 255. This is the priority number of the port. 
The lower the port priority, the more chance the bridge has of becoming the root port. Zero is the highest priority. 



Forwarding and Filtering 

When apacket hits the Switch, it looks in thefilteringand forwarding tables todedde what to do with the packet; either to 
filter it off the network, or to forward it through the port on which its destination lies. 
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Figure 7-10. Configure Forwarding Table And Filtering Table window 



This window allows you to stop or start address learning, use an address look-up mode, and select an age-out time of the 
MAC address in the selected address table. Click Apply to let your changes takeeffect. 

Thefollowing fields above can beset: 

♦ Lock Address Table Mostly used fa security purposes, when the forwarding table is locked the Switch will no 
longer learn the MAC addresses fa new hosts. If your netwak configuratiai doesnt change, locking thefawarding 
table helps keep intruders off your netwak si nee any packet caning fran an unknown source address will be dropped 
by the Switch. 

♦ Address Lookup Mode Select from: Level 0, Level 1, Level 2, Level 3, Level 4, Level 5, Level 6, a Level 7. Ntfe 
that a new setting of the Address Lakup Mode will nrt take effect until the next Switch reboot. 

♦ MAC AddressAging Enter the desired MAC address age-out time in thisfield (10 to 9999 seconds). 
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Figure 7-11. Static Forwarding Table window 

MAC forward ng allows the Switch to permanently forward outbound traffic to spedfic destination MAC addresses over a 
specified port. You can also use thisfeature to restrict inbound traffic based on source MAC addresses. 



Click New to access the Static Forwarding Table- Edit window: 
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Static Forwarding Table — Edit 
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Figure 7-12. Static Forwarding Table — Edit window 



TousetheMAC forwarding function, enter theMAC address, switch, and module of the device to which the specified port 
permanently forwards traffic in the MAC Address field, enter a VLAN I D (if applicable), and enter the port number that 
permanentlyforwardstrafficfromthespedfied devicein thePort field. Then click Apply. 
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MAC Address Filtering Table 
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Figure 7-13. Static MAC Address Filtering window 

The static filtering function allows the Switch to block inbound traffic from unknown or unwanted devices by mapping a 
port to a sou rce M AC address. 



Click New to access the Static MAC Address Filtering — Edit window: 
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Static MAC Address Filtering — Edit 
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Figure 7-14. Static MAC Address Filtering — Edit window 



To use the static filtering function, enter the MAC address of the device allowed to send traffic in the MAC Address field, 
enteraVLAN ID (if applicable), and then click Apply. 
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Figure 7-15. Static Multicast Filtering window 



<Sk gjP BSI 



Static multicast filtering blocks or forwards traffic over each port for one multicast group. You can configure each pat on 
the Switch to forward trafficfor thespedfied multicast group. 



Click New or the pointer icon to access the Static Multicast Filtering— Edit window: 
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Figure 7-16. Static Multicast Filtering — Edit window 
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To edit or create a new filter, enter the desired MAC address in the Multicast MAC Address field as well as a VLAN ID in 
the next field (if applicable). Next, check each port that you want to block traffic for the specified multicast group. Click 
Apply to activatethe filter. 



IGMP 

Internet Group Management Protocol (IGMP) snooping allows the Switch to recognize IGMP queries and reports sent 
between network stations or devices and an IGMP router.lGMP is used for managing IP multicast groups. The Switch will 
send IGMP query messages and get the IGMP response from hosts to "learn" the source port members of that multicast 
address. When a multicast address is received and found on the IGMP address table, it will be multicast to those port 
members. 
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Figure 7-17. IGMP Configuration window 



To configure the IGMP, enter a value between 30 and 999 seconds in the IP Multicast Filtering Age-out Tinner field and 
then change the IP Multicast Filtering (IGMP Snooping) setting from Disabled to Enabled. Click the Apply button to let 
the changes take effect. 
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Figure 7-18. Add/Remove IGMP Entries window 



C I ick the X i n the Del ete cd umn next to an entry to remove it from the tabl e. 

Click the pointer icon on the far right to access the Add/Remove IGMP Entries — Edit window: 
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Figure 7-19. Add/Remove IGMP Entries — Edit window 

Toedit an 802.1Q IGMP entry, enter a valuefrom 1 to 4094 in the VLAN I D field and then dick Apply. 
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Figure 7-20. Configure IGMP Entries window 



Toeditan IGMP Entry on thetableabove, dick the pointer icon on the right side. The Configure IGMP Entries ■ 
Edit window opens: 
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Figure 7-21. Configure IGMP Entries — Edit window 



Enter a VLAN ID number in the first field, enter an IGMP entry aging time in the next field, disable or enable IGMP 
status, and d ick Apply to let your changes takeeffect. 

VLANs 

This section allows you to create port-based VLANs, IEEE 802.1Q VLANs, and MAC-based Broadcast Domains. If unsure 
about this material, please consult Chapter 5, "Switch Management Concepts." 
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Figure 7-22. Configure VLAN window 



Touseoneof thesethree modes, select MAC-based Broadcast Domains, or 802. 1Q a Port-based VLANs under Restart 
VLAN Mode-otherwise, leave thesetting at Disabled. Then dick Apply and reboot the Switch. 

MAC-Based Broadcast Domains 

To use MAC-based Broadcast Domains, you must first create a MAC-based Broadcast Domain using the add/remove 
function and then add members to the Broadcast Domain using the add/remove member function. 
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Figure 7-23. Create/Remove MAC-based Broadcast Domain Entries window 

I terns i n th i s wi ndow are def i ned as f ol I ows: 

♦ Description Lists all MAC-based broadcast domains. 

♦ Number of MAC address members The number of MAC addresses belonging to the Broadcast Domains. 
Click theX in the Delete column next to an entry to remove it from the table. 

Click New to access the Create/Remove MAC-based Broadcast Domain Entries — Edit window: 
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Create/Remove MAC-based VLAN Entries — Edit 





Figure 7-24. Create/Remove MAC-based Broadcast Domain Entries — Edit window 

To add a MAC-based broadcast domain, enter a Description in thefield offered. Click Apply to let thechange take effect. 
♦ Description Thenameof the Broadcast Domain to be added. 
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Figure 7-25. Configure MAC-based Broadcast Domain Member window 



I terns i n th i s wi ndow are def i ned as f ol I ows: 

♦ MAC Address TheMAC Address of the broadcast domain member. 

♦ Description Lists all MAC-based broadcast domains. 

♦ Status Not-Apply a Active will be displayed here 

Click theX in the Delete column next to an entry to remove it from the table. 

Click New to access the Configure MAC-based Broadcast Domain Member — Edit window: 
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Figure 7-26. Configure MAC-based Broadcast Domain Member — Edit window 



Toaddoredit a MAC-based broadcast domain member, enter the MAC Address in thefirst field and use the drop-down 
Description menu to select the desired broadcast domain. Click Apply to let thechanges take effect. 

I terns i n th i s wi ndow are def i ned as f ol I ows: 

♦ MAC Address The MAC address of the member you wish to add. 

♦ Descri pti on The name of the broadcast domai n to add a member to. 
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Figure 7-27. Port-based VLAN window 



Click the pointer icon on the right of the window above to be able to create a change a port-based VLAN entry on the Port 
Based VLAN Entry window. A read-only version of this window appears when you dick the magnifying glass icon in the 
Browse col umn. 
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Figure 7-28. Port Based VLAN Entry window 



To either create a make a change to a pre-existing port-based VLAN, enter a VLAN name and make the desired changes 
(by checking or unchecking port membership for all members of the switch stack). Click Apply to let your changes take 
effect. 
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Figure 7-29. Port Ingress Filter window 



Use this window to enableor disable the ingress filtering check for each desired port. I ngress filtering means that a 
receiving port will check to see if it is a member of the VLAN ID in the packet before forwarding the packet. Click Apply 
to I et the setti ngs take effect. 
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Port VLAW ID (PVLD) — Master 
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Figure 7-30. Port VLAN ID (PVID) window 

U sethis wi ndow to assign a default VLAN I D for each desi red port. CI ick Apply to let the setti ngs take effect. 
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Port GVRP Settings — Master 
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Figure 7-31. Port GVRP Settings window 

Use this window to enableor disableGVRP for each desired port. Click Apply to let the settings take effect. 
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Figure 7-32. 802.1 Q Static VLANs window 



Click theX in the Delete column next to an entry to remove it from the table. 

Click the pointer icon to access the second 802.1Q Static VLANs — Editwindo/v: 
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802.1Q Static VLANs — Edit 
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Figure 7-33. 802.1 Q Static VLANs — Edit window 



To configure an 802.1QVLAN entry, enter a VL AN I D number and VL AN Name in the first two fields. Next, select the 
desired Switch. Finally, check Tag fa each member port you wish to bea tagging port. None should be checked if you don't 
want a port to belong to a VL AN. Check Egress to statically set a port to belong to a VL AN. Checking Forbidden prevents 
the port from joining a VLAN dynamically as well as defining the port as a non-member. Click Apply to let the changes 
take effect. 



GMRP 

This section features three parts: GMRP Settings, Port GMRP Settings, and Static Multicast Forwarding 

See below for further detail. 
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Figure 7-34. GMRP Configuration window 



Use this window todisable or enable GMRP on the Switch. Click Apply to let the change takeeffect. 
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Figure 7-35. Port GMRP Settings window 

Usethis window toenableor disableGM RP on individual ports. Click Apply to let your changes takeeffect. 
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Static Multicast Forwarding 
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Figure 7-36. Static Multicast Forwarding window 



This function forwards traffic over each port for one multicast group. You can configure each port on the Switch to forward 
trafficfor thespedfied multicast group. 



Click the pointer icon on the right sideof the tableabove to access theStatic Multicast Forwarding — Edit window: 
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Static Multicast Forwarding — Edit 
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Figure 7-37. Static Multicast Forwarding — Edit window 



To makechanges to a static multicast forwarding table entry, enter the multicast MAC address as well astheVLAN ID in 
the first two fields, respectively. Next, select the desired Switch from the drop-down menu. None, Egress, a Forbidden 
for each port, and select a State, Permanent, I nvalid, Delete on Reset, or Delete on Timeout. Click Apply to let the 
changes take effect. 



Management 

This second main category of the Switch Web-based management program includes: Community Strings and Trap 
Receivers, User Accounts Management, and Console 
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Figure 7-38. Community Strings and Trap Receivers window 



To use the functions on this window, enter the appropriate SNMP information in the Community Strings and Trap 
Receiving Stations sections-you may enter up to four entries in each section. A trap receiving station is a devicethat 
constantly runs a network management application to receive and store traps. Then click Apply to put the settings 
into effect. 

The SNMP Access Policy Setting information is described as follows: 

♦ Community String A user-defined SNMP community name 

♦ Access Right The permitted access of Read-Only or Read -Write using the SNMP community name 

♦ Status Option to set the current communitystringtoValid a I nvalid. 
TheSN MP Trap Manager Configuration information is described as follows: 

♦ Trap Receiving Station The IP address of the trap receiving station. 

♦ Community String A user-defined SNMP community name 

♦ Status Option tosetthetrap receiving station toEnabled or Disabled. 
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Figure 7-39. User Accounts Control Table window 
Click the pointer icon on the right side to access theUser Accounts Control Table — Edit window: 
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Figure 7-40. User Accounts Control Table - Edit window 

To add or change a User Account, fill in the appropriate information in the User Name, Old Password (if applicable), 
New Password, and Confirm New Password fields. Then select the desired access, Normal User a Administrator 
in theAccess Level control and click Apply. 



To delete a User Account, enter the requested information and click Delete. 



Web-Based Network Management 



143 



Stackable NWay Ethernet Switch User's Guide 



Console 



K D-Link DES-3624i 10/100 Fast Ethemet Switch - Netscape 




File Edit View Go Communicator Help 


Back Reload Home Search Netscape Print Security Shop B^M 


ij ,JT Bookmarks jft. Location: j http: //1 92. 1 68. 7. 39/html/H nnair-i_ii. html 


Cj 1 ' What's Related 


li Instant Message B WebMail |§ Contact [§ People [§ Yellow Pages B Download |§ Find Sites Qj Channels 







IWO fast ffAwnt 



"1 



k nn nnnnnnnn 
□□□ □□□□□□□□ 



Configure Console 





Current Settings 


| Console Timeout 


Never 


1 Serial Port 


Console 








Restart Settings 



Console Timeout 


| Never J 


Serial Port 


j Console _^J 


Baud Rate 


|9600 j^J 





Figure 7-41. Configure Console window 



This window allows you to choose the refresh rate in the Console Timeout field (2 minutes, 5 minutes, 10 minutes, 
15 minutes a Never). Select the protocol for communicating through the console port, Console or SLIP, in the 
Serial Port field. Use SLIP for out-of-band management. If SLIP is being used, you may also set the Baud Rate in the 
last field. CI ick Apply and then reboot the Switch for console port settings to take effect. 

The default serial port settings are: 

♦ Baud Rate=9600 



♦ Data Bits=8 



♦ Flow Control =X on/X off 



♦ Parity=None 

♦ StopBits=l 



Monitoring 

This third main category of the Switch Web-based management program indudes: Switch Overview, Port 
Utilization, Port Traffic Statistics, Port Error Packet Statistics, Port Packet Analysis, Browse 
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Address Table, IP Multicast & IGMP Information, Browse GVRP Status, Browse GMRP Status, and 
Switch History. 
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Figure 7-42. Switch Statistics window 



The information is described as follows: 

♦ Update I nterval Choose the desired setting: 5 seconds, 15 seconds, 30 seconds, 60 seconds or Suspend. 

♦ Port The selected port to be monitored. 

♦ TX frames/sec Counts the total number of frames transmitted from a selected port per second since the 
Switch was last rebooted. 

♦ RX frames/sec Countsall validframesreceivedontherxirt persecondsincetheSwitch was last rebooted. 

♦ %of Utilization This shows the percentageof available bandwidth each port is using over the amount of time 
specified by the update interval. For example, when a 100 Mbps pat is relaying packets at 50 Mbps, the 
utilization is 50% 
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Figure 7-43. Port Utilization window 



The information is described as follows: 

♦ Update I nterval Choose the desired setting: 5 seconds, 15 seconds, 30 seconds, 60 seconds a Suspend. 

♦ Last Detected Source Address The MAC address of the last device that sent packets over this port. 
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Figure 7-44. Port Traffic Statistics window 



The port statistics shewn by default are those for the port you last configured. Once in the individual window, you can 
dick any port on the Switch graphic to show statistics for that port. 

The information is described as follows: 

♦ Update I nterval Choose the desired setting: 5 seconds, 15 seconds, 30 seconds, 60 seconds or Suspend. 

♦ Link Status Indicates whether the pat is onlineand waking (On) or not (Off). 

♦ Utilization Current utilization fathepot, asa percentage of total available bandwidth. 

♦ Last Seen MAC Thelast MAC address learned by theSwitch. 
Traffic in Bytes: 

♦ Bytes Sent Counts the number of bytes successfully sent from the pat. 

♦ Bytes Received Countsthetaal number of bytes (octets) included in valid (readable) frames. 

♦ Total Bytes Received Counts the trtal number of bytes received on the port, whether in valid a invalid 
frames. 



Traffic in Frames: 
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♦ Frames Sent Counts the total number of frames transmitted from the port. 

♦ Frames Received Counts all valid frames received on the port. 

♦ Total Frames Received Ccuntsthenumbercfframes received on theport, whetherthey were valid or not. 
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Figure 7-45. Port Error Packet Statistics window 



The information is described as follows: 

♦ Update I nterval Choose the desired setting: 5 seconds, 15 seconds, 30 seconds, 60 seconds a Suspend. 

♦ Link Status Indicatesthecurrent link status. 
Other errors: 

♦ CRC Error Counts otherwise valid frames that did not endon a byte(octet) boundary. 

♦ Oversize Frames Counts packets received that were longer than 1536 octets (excluding framing bits, but 
including FCS octets) and were otherwise well formed. 

♦ Fragments The number of packets less than 64 bytes with either bad framing or an invalid CRC. These are 
normal I y the resu It of col I i si ons. 
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♦ J abber The number of frames with length more than 1536 bytes and with CRC error or misalignment (bad 
framing). 

♦ Late Collision Counts collisions that occur at or after the 64 th byte (octet) in the frame. This may indicate 
that delays on your Ethernet are too long, and you have either exceeded the repeater count or cable length 
specified in the Ethernet standard. 

♦ MAC Rx Error Counts data errors detectable as 10BASE-TX "symbol errors," bit patterns with illegal 
encodings. This may indicate noise on the line. 

♦ Dropped Frames The number of frames which aredropped bythis pat sincethe last Switch reboot. 

♦ Undersize Frames The number of frames detected that are less than the mini mum permitted frame size of 
64 bytes and have a good CRC. Undersize frames usually indicate collision fragments, a normal network 
occurrence 

♦ Total Errors The sum of the CRC Error, Oversize Frames, FragmentsJ abber, LateCdlision, MAC Rx Error, 
Dropped F rames, and U ndersize F rames counters. 

♦ Collisions The best estimate of the total number of collisionson this Ethernet segment. 
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Figure 7-46. Port Packet Analysis window 
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The information is described as follows: 

♦ Update I nterval Choose the desired setting: 5 seconds, 15 seconds, 30 seconds, 60 seconds or Suspend. 

♦ 64 The total number of packets (including bad packets) receivedthat were 64 octets in length (excluding framing 
bits but including FCS octets). 

♦ 65-127 The total number of packets (including bad packets) received that were between 65 and 127 octets in 
length inclusive (excluding framing bits but including FCS octets). 

♦ 128- 255 The total number of packets (i ncl udi ng bad packets) received that were between 128 and 255 octets i n 
length inclusive(excluding framing bits but including FCS octets). 

♦ 256-511 The total number of packets (i ncludi ng bad packets) received that were between 256 and 511 octets i n 
length inclusive(excluding framing bits but including FCS octets). 

♦ 512-1023 The total number of packets (indudi ng bad packets) received that were between 512 and 1023 octets 
in length indusive(exd udi ng framing bits but induding FCS octets). 

♦ 1024-1536 The total number of packets (induding bad packets) received that were between 1024 and 1536 
octets in length inclusive (excluding framing bits but induding FCS octets). 

♦ Rx (good) Thenumbcrcf gcxxIframesreceived.Thisalsoincludeslccal and dropped packets. 

♦ Tx (good) The number of good frames sent from the respective port. 

♦ Total Rx The number of frames received, good and bad. 

♦ Tx Octets The number of good bytes sent from the respective port. 

♦ Rx Octets Thenumberofgoodbytc^receivc^.Thisalsoindudeslocalanddrcprjedpackets. 

♦ Total Rx The number of bytes received, good and bad. 

♦ UnicastRx/Tx Thetotal number ofgood packetsthat werereceived by and directedtoa unicast address. Note 
that this does not include dropped unicast packets 

♦ Multicast Rx/Tx Thetotal number of good packetsthat werereceived by and directed to a multicast address. 
Notethat this number does not include packets directed to the broadcast address 

♦ Broadcast Rx/Tx Thetotal number ofgood packetsthat werereceived by and directed to a broadcast address. 
Notethat this does not include multicast packets. 
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Figure 7-47. Browse Address Table window 



TheSwitch allows you todisplay a tablecontaining Switch ports, MAC addresses, VI Ds, and respective learned statuses. 
If the tabledoesn't display the information you want, fill in the requested information in the Search Table By VI D, Search 
Table By MAC Address, a Search Table By Port sections above and then click the Find button on the right side of the 
section used. 
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Figure 7-48. IP Multicast & IGMP Information window 



This wi ndow al lows you to enter a VI D at the top of the wi ndow and then display the Queries (Tx)/(Rx), IGMP Snoopi ng 
status, and current Age-out Time setting for that VLAN I D. The bottom of the window displays Multicast I P Address, 
Multicast MAC Address, and Reports in a table format. 
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Figure 7-49. GVRP Status window 



This window contains information pertaining to GARP (Generic Attribute Registration Protocol) VLAN Registration 
Protocol (GVRP). Click the Next button at the bottom of the window to view the status of additional IEEE 802.1Q VLANs. 
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Figure 7-50. GMRP Status window 



What's Related 



This window contains information pertaining to theGroup Multicast Registration Protocol (GMRP) status of IEEE 802.1Q 
VLANs. 
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Figure 7-51. Switch History window 



This window allows you to view the Switch history. This works I ike a trap and event receiver except it only captures 
trap/events generated by the Switch itself. Click the Next button to view additional pages. 



Maintenance 

The fourth and last main category of the Switch Web-based management program indudes: Firmware and 
Configuration Update, Save Settings To TFTP Server, Save Switch History To TFTP Server, Clear 
Address Table Save Changes, Factory Reset, and Restart System. 
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Figure 7-52. Firmware and Configuration Update window 



To update firmware or change a configuration file, fill in the requested information above and then dick the Apply 
button. 

The information is described as follows: 
Software U pdate Mode & TFTP Server Address: 

♦ Software Update Mode Set toeither Network or SL I P. Determines whether the new firmwarecodeshould 
be obtained through the Ethernet network or through the console port. 

♦ TFTP Server Address ThelP address of theTFTP server wherethe new firmwarecode is. 

♦ Last TFTP Server Address This read-only field displays the IP address of the last TFTP server accessed. 
Update Management Module Firmware: 

♦ Firmware Update Determines whether or not the Switch should download its new firmware code the next 
time it is booted. 

♦ File Name Thepath and the name of the file which holds the new firmware code on theTFTP server. 
Change Configuration File: 
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♦ UseConfig File DetermineswhetheranottheSwitchshoulddownloaditscon^^ 
is booted. 

♦ Config File Name Thepath and configuration name on theTFTP server. 
Save Settings To TFTP Server 
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Figure 7-53. Save Settings To TFTP Server window 

To upload a configuration file, enter the Server IP Address where the configuration file is located and the File Name 
and file path. Then click the Apply button. 

The information is described as follows: 

♦ Server I P Address The I P address of theTFTP server wheretheconfiguration file is. 

♦ File Name Thepath and configuration nameon theTFTP server. 

♦ Last Upload Status Shows whether the attempt toupload software was successful or not by displaying 
either "Success" a "Failed." 
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Figure 7-54. Save Switch History To TFTP Server window 
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Tosavea switch history fileto your TFTP server, fill thefields in above and then click Apply. 
The information is described as follows: 

♦ Server I P Address ThelP address of theTFTP server wherethelogfilewill besaved. 

♦ File Name The path and file nameforthefileto besaved on theTFTP server. 

♦ Last Upload Status Shows whether the attempt to upload software was successful or not by displaying 
either "Success" or "Failed". 
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Figure 7-55. Clear Address Table window 



Click Apply toclear the address table. 
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Figure 7-56. Save Changes window 



Tosaveall the changes madei n the current session tothe Switch's flash memory, dick the Save Configuration 
button. 
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Factory Reset to Default Value 



CAUTIOW! This function resets the NV -RAM to default values. 
All settings you have changed since purchasing the switch will be lost! 
After performing the Factory Reset, be sure to assign the switch 
new IP settings and then perform a System Restart. 

Reset to Factory-Default 
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Figure 7-57. Factory Reset to Default Value window 



Doing a remote reset is equivalent to turning the Switch off and on again. Al I parameters are returned to the values stored 
in EEPROM. Click the Reset to Factory Default button to initiatethe reset. 
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Figure 7-58. Restart System window 

To perform a reboot of the Switch, which resets thesystem, dick theReset button. 
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A 



Technical Specifications 




Standards: 


1 1 1 1 oUz.j5 lUbAbt- 1 ttnernet 

IEEE 802. 3u 100BASE-TX Fast Ethernet 

IEEE 802.3z 1000BASE Ethernet 

IEEE 802.3z 1000BASE-SX/LX Gigabit Ethernet 

IEEE 802. 3ab 1000BASE-T Gigabit Ethernet 

IEEE 802.1 P/QVLAN 

IEEE 802. 3x Full-duplex Flow Control 


Protocol: 


CSMA/CD 


Data Transfer 
Rates: 


Half duplex Full duplex 


Ethernet 


10 Mbps 20Mbps 


Fast Ethernet 


100Mbps 200Mbps 


Gigabit Ethernet 


*N/A 2000Mbps 

* 1000BASE-T can be negotiated to lOOOM/Half 


Topology: 


Star 
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Network 
Cables: 


10BASE-T: 

2-pairUTPCat. 3,4,5(100 m) 
EIA/TIA- 568 100-ohm STP (100 m) 
100BASE-TX: 

2-pair or 4-pair UTP Cat. 5 (100 m) 
EIA/TIA-568 100-ohm STP (100 m) 
100BASE-FX 

50um and 62.5um multi -mode fiber 
1000BASE-SX: 

50um and 62.5um multi-mode fiber 
1000BASE-LX: 

50um and 62.5um multi -mode fiber or 10um single- 
mode fi ber 


N umber of 
Ports: 


24x or 22x 10/100 M bps NWay ports 


Media 
1 nterface 
Exchange: 


Connectors lx and 2x in client devices are MDI-X 
jacks for ports 1 and 2. Connector lx in the master 
device is an MDI-X jack for port 1. 






AC inputs: 


100 -240 VAC, 50 -60 Hz (internal universal power 
supply) \ 


Power 

Consumption: 


46 watts maximum 


DC fans: 


2 built-in 40x40 mm fan 


Operating 
Temperature: 


Oto 50 degrees Celsius 


Storage 
Temperature: 


-25 to 55 degrees Celsius 


Humidity: 


Operating: 5% to 95% RH non-condensing; ' 
Storage: 0%to95%RH non-condensing 


Dimensions: 


441 mm x 367 mm x 44 mm (1U ), 19 i nch rack-mount ' 
width ! 


Weight: 


5 kg 
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Physical and Environmental 


EMI: 


FCC Class A, CE Class A, VCCI Class A, BSMI Class 

A, C-Tick Class A j 


Safety: 


UL,CSA, TUV/GS 



Performance 


Transmission Method: 


Store-and-forward 


RAM Buffer: 


12 M bytes per devi ce 


Filtering Address Tabl e: 


12K MAC addresses per device (optimized i 
condition) 1 


Packet 

Filtering/Forwarding 
Rate: 


148,800 pps per port (for 100M bps) 


MAC Address Learning: 


Agi ng ti me: 10 to 9999 seconds 



Technical Specifications 
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RJ-45 Pin Specification 



When connecting the DES-3624 Switch to another switch, a bridge or a hub, a modified crossover cable is necessary. 
Please review these products for matching cable pin assignment. 

The following diagram and table show the standard RJ -45 receptacle/connector and their pin assignments for the 
switch-to-network adapter card connection, and the straight/crossover cable for the switch-to-switch/hub/bridge 
connection. 




Figure B-1. The standard RJ-45 receptacle/connector 
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RJ-45 Connector pin assignment 


Contact 


Media Direct Interface 




Signal 


1 


Tx + (transmit) 


2 


Tx - (transmit) 


3 


Rx + (receive) 


4 


Not used 


5 


Not used 


6 


Rx - (receive) 


7 


Not used 


8 


Not used 



Table B-1. The standard Category 3 cable, RJ-45 pin assignment 

The following shows straight cable and crossover cable connection: 



TX+ 1 — 




TX- 2^ 




RX+ 3 — 




Rx- 6 





Figure B-2. Straight cable for Switch (uplink MDI-II port) to switch/Hub or other devices connection 




Figure B-3. Crossover cable for Switch (MDI-X port) to switch/hub or other network devices (MDI-X 

port) connection 



RJ-45 Pin Specification 
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Sample Configuration File 



This appendix pro/ides a sample configuration file that can be used with the Update Firmware and Configuration 
Files screen in the console program. 

The configuration file is a simple text file that you create. It has two functions: to point to the location of afileon aTFTP 
server, and to set the IP address, subnet mask and default gateway for the Switch. The file being uploaded can be either 
new runtime switching software, or a switch settings file which was previously saved on theTFTP server using the Save 
Settings to TFTP Server screen on the System Utilities menu. The IP address settings defined in theconfiguration 
file will override all other IP settings, even those defined in the settings file being uploaded. This enables the settings from 
oneswitch to be uploaded toanother switch without their IP settings being the same (and thus coming into conflict). 

Commands: 

♦ Code_type - ThiscommandtellstheSwitch thetypeof fileyou wishtouploadtotheSwitch. Possible Code_types 
arePROM, runtime, or CONFIG. This should always bethe first setting. 

• PROM - PROM updatefile. 

• RUNTIME - Switching softwareupdatefile 

• CONFIG- Imagefileofswitchsettingscreatedbythesettingsbackupprccedure. 

♦ lmage_file - This command tells the switch the complete path and filename for the file to be loaded into the 
switch. For example, "e: \3624\3624prom.tfp". Make sure double-quotes are used as in the example file 
below. 

♦ lp_addr - This isthelP address that will be assigned totheswitch. This command is induded for downloading a 
configuration settings file to another switch. The I P address defined in this file will override the I P address in the 
configuration settings file, thus the switch you are downloading to can have a different IP address than the one that 
created theconfiguration settings file. An exampleof an IP addressis: 10 .12 .19 . 102. 

♦ Subnet_mask - This is the subnet mask that will be assigned to the switch. An example of a subnet mask is: 
255.128.0.0. 

♦ Default_gateway - This is the default gateway IP that will be assigned totheswitch. An exampleof a default 
Gateway IP is: 10. 254 . 254 . 253. 

♦ #- Remark. When placed as the first character on a line, the entire line will be ignored by the switch. This allows 
items to be labeled, or unused commands to remain in the file so that the syntax will not be forgotten. 

Notes about the Configuration File: 

This configuration file can only contain 4 settings: Code_type, lp_addr, Subnet_mask and 
Default_gateway. 

Each command can only appear once in theconfiguration file. 
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If both the Firmware Update and Use Config File options are enabled, the Firmware Update command will take 
precedenceand only the firmware file will be uploaded to theswitch. 

The Config image file which contains all configuration setti ngs and was created by the switch is prefixed with the version 
number of the ru nti me software to he! p with f i I e management. 

# Sample Config File 
Code_ type=PROM 

Image_flle="e: \3624\3624prom. tfp" 

# specify IP address 
Ip_addr = 10 .12 .19 .102 

# specify subnet mask 
Subnet_mask = 255 . 128 .0.0 

# specify default gateway 
Default_gateway = 10 .254 .254 .253 



Sample Configuration File 
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Runtime Software Default 

Settings 



Load Mode 


Network 


Configuration update 


Disable 


Firmware update 


Disable 


Out-of-band baud rate 


9600 


Rs232 mode 


Console 


Ip address 


0.0.0.0 


Subnet mask 


0.0.0.0 


Default router 


0.0.0.0 


Bootp service 


Enable 


TFTP server IP address 


0.0.0.0 


IGMP time out 


300 sees 


IGMP snooping state 


Disable 


Partition mode 


Enable 


Address table lock 


Disable 


Device HOL 


Disable 


Port HOL 


Disable 


Console time out 


15 min 


User name 


[Blank] 


Password 


[Blank] 


Device STP 


Disable 


Port STP 


Enable 


Port enable 


Enable 


Bridge max age 


20 sees 


Bridge hello time 


2 sec 


Bridge forward delay 


15 sec 


Bridge priority 


32768 


Port STP cost 


19 (Gigabit=4) 


Port STP priority 


128 


Forwarding MAC address aging time 


300 sees 


Address lookup mode 


Level 1 


NWay 


Enable" 


Flow control 


Enable 


Backpressure 


Disable 


Port lock 


Disable 


Port priority 


Normal 


Broadcast storm rising action 


Do nothing 


Broadcast storm falling action 


Do nothing 


Broadcast storm rising threshold 


Default 


Broadcast storm falling threshold 


Default 


Community string 


"public", "private" 


VLAN mode 


Disable 


SNMP VLAN(802.1Q) 


1 


Default port VID 


1 


Ingress rule checking 


Disable 


Mirror src port <->target port 


l<r2 


Mirror 


Disable 
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Index 



64,95 
65-127,95 

100BASE-TX networks, 12 
100Mbps Fast Ethernet, 1 1 
128-255, 95 
256-511,95 
512-1023,95 

802. 1Q VLAN Segmentation, 36 

802. 1Q VLANs Spanning Multiple Switches, 38 

1024-1536, 95 

AC inputs, 164 
AC Power Connector, 18 
AC power cord, 14 
Access Rights 

read only, 89 

read/write, 89 
Accessory pack, 14 
Adding and Deleting Users, 47 
Administrator, 44 

Administrator and Normal User Privileges, 44 
Aging Time 

very long, 3 1 

very short, 31 
Aging Time, definition of, 30 
Aging Time, range of, 3 1 
Alleviating network loop problems, 33 
Anchor, 57 

Attaching the mounting brackets. See Rack Installation 

Auto polarity detection, 13 

Automatic learning, 31 

Automatic topology re -configuration 

Spanning Tree Algorithm, 31 
Baud Rate, 51 
Blocking, 56 

BOOTP (the BOOTstrap Protocol), 83 
BOOTP protocol, 50, 104 
BOOTP server, 50, 104 
BPDU, 60 

Bridge Level, STA Operation Level 

Bridge Identifier, 32 

Bridge Priority, 32 

Designated Bridge, 32 

Root Bridge, 32 

Root Path Cost, 32 
Bridge Priority, 34 
Browse GMRP Status, 98 
Browse GVRP Status, 98 



Changing the Protocol Parameters, 61 

Changing theSNMP Manager Configuration parameters 

settings, 89 
Changing your Password, 46, 47 
Community name, definition of, 88 
Community names 

Private, 89 

Public, 89 
ConfigureGMRP, 80 
Configure Port GVRP Settings, 77 
Connecting The Switch, 26-27 
Console 100M LED indicator), 25 
Console Gigal LED indicator, 24 
Console Giga2 LED indicator, 24 
Console LED indicator, 24 
Console Link/ Act LED indicator, 25 
Console port (RS-232 DCE), 28 
Console port settings, 28 
Console Siol LED indicator, 24 
Console Sio2 LED indicator, 24 
Console Sio3 LED indicator, 25 
Console Slot2 LED indicator, 24 
Console Slot3 LED indicator, 24 
Console Timeout, 51 
Console Usage Conventions, 42 

angle brackets, 42 

keyboard keys, 42 

square brackets, 42 

UPPERCASE commands, 42 
CRC Errors, 92 
Crossover cable, 167 
CSMA/CD Ethernet protocol, 1 1 
Data filtering, 13 
Data filtering rate, 13 
Data forwarding, 13 
Data forwarding rate, 13 
data packet, 60 
Default Gateway, 50 
Desktop or Shelf Installation, 14 
DHCP, 50 
Dimensions, 164 

Displaying Forwarding Table entries, 62 

Displaying Port Statistics, 90 

Dynamic filtering, 3 1 

Dynamic Filtering, definition of, 62 

Egress port, 38 

Entity MIB (RFC 2737), 13 

Ethernet interface 
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in-band communication, 49 
Factory Reset, 100 
Fast Ethernet Technology, 1 1 
Features, 12 

Ports, 12 

RE-232 DCE console port, 12 

Uplink/ MDI-H, 12 
File Name, 84 
Filtering Database, 3 1 
Flash memory, 13 
Forward, 56 
Forward Delay, 34 
Front Panel, 17 
Full and Half-duplex, 13 
Get IP from, 50 
Head -of Line blocking, 54 
heat dissipation, 14 
Hello Time, 34 

Hub to Switch, connecting the, 27 
Humidity, 164 

Identifying External Components, 17-25 
IEEE-802.1Q VLANs, 36 
Illustration of STA, 33 
Ingress port, 38 
IP address, 50, 89 

IP Addresses and SNMP Community Names, 29 

IP Multicast Filtering Age-out Timer, 82 

LED Indicators, 24 

Local console management, 28 

Logging In on the Console Screen, 42 

Logging In on the Switch Console, 42 

Lower Bridge Identifier, 32 

MAC address filtering, 31 

MAC Address Learning, 165 

MAC-based Broadcast Domains, 36 

Management, 13 

Management feature 

Spanning Tree Algorithm Protocol, 13 
Management Information Base (MIB), 30 
Max. Age Time, 34 
MDI-II 

Media Dependent Interface, 12 
MIB (RFC 1493), 13 
MIB's Object-Identity (OID), 30 
MIB-H (RFC 1213), 13 
Network Classes 

Class A, B, C for Subnet Mask, 50 
Network loop detection and prevention 

Spanning Tree Algorithm, 3 1 
network performance, 54 
Normal User, 44 
Operating Temperature, 164 
Out-of-band management and console settings, 51 
Out-of-Band/Console Setting menu, 51 
Overview of this User's Guide, 10 
Packet Forwarding, 30 
Performance features, 13 



Performing a factory reset, 100 
Performing a System Reset, 99 
Port Configuration menu, 54 
Port Level, STA Operation Level 

Designated Port, 32 

Path Cost, 32 

Port Priority, 32 

Root Bridge, 32 
Port Lock, 56 
Port Priority, 34 
Port Trunking, 34 
Port -Based VLANs, 39 
Power Consumption, 164 
Power Failure, 16 
Power LED indicator, 24 
Power on, 16 

Prevent Unauthorized Users, 42 
Protocol Parameters 

Bridge Forward Delay field, 60 

Bridge Hello Time field, 60 

Bridge Max Age field, 60 

Bridge Priority field, 60 
Rack Installation, 15 
RAM Buffer, 165 
Read-only MIBs, Definition of, 30 
Read-write MIBs, Definition of, 30 
Rear Panel, 18 
Resetting the Switch, 99 
RJ-45 Pin Specification, 166 
RMON MIB (RFC 1757), 13 
root port, 60 
Routers, 12 

RS-232 DCE console port, 28 

Segments, Network, 12 

Serial Port, 51 

Setting up the Switch, 49 

Setup, 14 

SLIP interface 

out-of-band communication, 49 
SLIP management, 51 
SNMP Management Settings, 88-89 
SNMP Manager Configuration, 88 
SNMP Manager Configuration parameter 

Status, 89 
SNMP MIB II variable 

sysContact, 52 

system. sysLocation, 52 

system. sysName, 52 
SNMP Security (Community Names), 88 
SNMP Trap Manager Configuration, 88 
Software Update Mode 

Network, 84 

Out-of-Band, 84 
Spanning Tree Algorithm (STA), 31 
Spanning Tree Algorithm Parameters, 58 

Custom Filtering Table, 64 

Forwarding Table, 63 



772 



Index 



Stackable NWay Ethernet Switch User's Guide 



Protocol Parameters, 58 
Spanning Tree Protocol (STP), 60 
STA Operation Levels, 32 

On the Bridge Level, 32 
Standard MIB-H, 30 
Static Filtering, definition of, 62 
Storage Temperature, 164 
Store and forward switching, 13 
straight cable, 167 
subnet mask, 104 
Subnet Mask, 50 
Switch Stack Configuration, 52 
Switch to 100BASE-TX hub, connecting the, 27 
Switch to 10BASE-T hub, connecting the, 27 
Switching Technology, 12 
System Contact, 52 
System Location, 52 
System Name, 52 
Tagging, 38 
TCP/IP Settings, 49 
TCP/IP TELNET protocol, 41 
TELNET program, 42 

TFTP (the Trivial File Transfer Protocol), 83 
Third -party vendors' SNMP software, 30 
Transmission Methods, 165 
Trap Recipient, 56 
Trap Type 



Authentication Failure, 29 
Broadcast Storm, 30 
Cold Start, 29 
Link Change Event, 30 
New Root, 29 
Port Partition, 30 
Topology Change, 30 
Warm Start, 29 
Traps, 29 

Traps, definition of, 29 
Unpacking, 14 

Unpacking and Setup, 14-16 
Untagging, 38 

User-Changeable Parameters 

Bridge Forward Delay, 33 

Bridge Hello Time, 32 

Bridge Max Age, 33 

Bridge Priority, 32 

Port Priority, 33 
User-Changeable Parameters, 32 
Using the Console Interface, 41-101 
utilization, 56 
ventilation, 14 
VLANs 

Sharing Resources Across VLANs, 37 
VLANs & MAC-Based Broadcast Domains, 35 
Weight, 164 
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D-Link China 
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E-MAIL: liweii@digitalchina.com.cn 



Denmark D-Link Denmark 
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D-Link Middle East 
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TEL: 20-2-635-6176 FAX: 20-2-635-6192 URL: www.dlink-me.com 
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Finland D-Link Finland 
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France D-Link France 
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E-MAIL: info@dlink-france.fr 

Germany D-LinkCentral Europe/D-Link Deutschland GmbH 

Schwalbacher Strasse 74, D-65760 Eschborn, Germany 
TEL: 49-6196-77990 FAX: 49-6196-7799300 URL: www.dlink.de 
BBS: 49-(0) 6192-971199 (analog) BBS: 49-(0) 6192-971198 (ISDN) 
INFO: 00800-7250-0000 (toll free) HELP: 00800-7250-4000 (toll free) 
REPAIR: 00800-7250-8000 E-MAIL: info@dlink.de 



India 



D-Link India 

Plot No.5, Kurla-Bandra Complex Rd., Off Cst Rd., Santacruz (E), Bombay, 400 098 India 
TEL: 91-22-652-6696 FAX: 91-22-652-8914 URL: www.dlink-india.com 
E-MAIL: service@dlink.india.com 



Italy 



D-Link Mediterraneo Srl/D-Link Italia 

Via Nino Bonnet n. 6/b, 20154, Milano, Italy 

TEL: 39-02-2900-0676 FAX: 39-02-2900-1723 URL: www.dlink.it E-MAIL: info@dlink.it 
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TEL: 31-40-2668713 FAX: 31-40-2668666 URL: www.d-link-benelux.nl 
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D-Link Norway 
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Russia D-Link Russia 
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E-MAIL: vl@dlink.ru 



Singapore D-Link International 
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Registration Card 



Print, type or use block letters 

Your name: Mr./Ms 

Organization: 

Your title at organization: 

Telephone: 

Organization's full address: 



Country: 

Date of purchase (Month/Day/Year): 



Product Model 


Product Serial 
No. 


* Product installed in type of 
computer (e.g., Compaq 486) 


* Product installed in 
computer serial No. 











































(* Applies to adapters only) 

Product was purchased from: 



Reseller's name: 

Telephone: Fax: 

Reseller's full address: 



Dept. 

Fax: 



Answers to the following questions help us to support your product: 

1. Where and how will the product primarily be used? 

□ Home DOffice DTravel DCompany Business DHome Business DPersonal Use 

2. How many employees work at installation site? 

□ 1 employee D2-9 D10-49 Q50-99 D100-499 D500-999 01000 or more 

3. What network protocol(s) does your organization use ? 

□XNS/IPX DTCP/IP DDECnet nOthers 

4. What network operating system(s) does your organization use ? 

□ D-Link LANsmart DNovell NetWare DNetWare Lite CISCO Unix/Xenix DPC NFS D3Com 3+Open 

□ Banyan Vines DDECnet Pathwork DWindows NT ".Windows NTAS DWindows '95 
□Others 

5. What network management program does your organization use ? 

□ D-ViewDHPOpenView/WindowsDHPOpenView/Unix DSunNet Manager DNovell NMS 

□ NetView 6000 mothers 

6. What network medium/media does your organization use ? 

□ Fiber-optics DThick coax Ethernet DThin coax Ethernet □ 1 0BASE-T UTP/STP 

□ 100BASE-TX D100BASE-T4 □ 1 0OVGAnyLAN nOthers 

7. What applications are used on your network? 

□ Desktop publishing ^Spreadsheet DWord processing QCAD/CAM 

□ Database management ^Accounting nOthers 

8. What category best describes your company? 

□Aerospace ^Engineering ^Education DFinance QHospital DLegal Qlnsurance/Real Estate ^Manufacturing 

□ Retail/Chainstore/Wholesale □Government □Transportation/Utilities/Communication DVAR 
□System house/company QOther 

9. Would you recommend your D-Link product to a friend? 

□Yes QNo QDon't know yet 



tO.Y our comments on this product? 
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